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Introduction 
Today, the Internet, owing to its unique characteristics, has exerted 

a profound impact on all legal and political dimensions of the 

international community. The rapid expansion of the Internet has 

been such that, whereas a few decades ago only government 

agencies, research institutions, and select private individuals had 

the capacity to operate in virtual space, today even ordinary 

citizens can easily access this unprecedented phenomenon of the 

information age (Slevin, 2020: 61). 

The Internet, which is formed through the interconnection of 

numerous computer networks, transcends geographical boundaries 

and creates a realm distinct from the physical world—commonly 
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referred to as virtual space—where users can trade, communicate, 

purchase, consult, and study (Naji, 2011: 42). 

Given its unique characteristics and potential differences from 

traditional media, the Internet has given rise to new institutional 

challenges, including threats to established principles of 

international law, such as state sovereignty, non-interference in 

domestic affairs, the prohibition of the threat or use of force against 

states, and the maintenance of international peace and security. 

Furthermore, the Internet has become a powerful instrument for 

advancing the objectives of international non-governmental 

organizations. By providing a global platform for ideas, the 

Internet facilitates the promotion of human rights, environmental 

protection, and other objectives central to international law 

(Namak Doost Tehrani, 2013: 27). 

The emergence of concepts such as ―cybercrime,‖ ―quasi-

cybercrime,‖ ―cybertrafficking,‖ and ―cyberterrorism‖ has raised 

critical questions regarding whether existing domestic and 

international legal frameworks are sufficient to regulate activities 

in cyberspace, or whether new laws are necessary. 

In today’s world, states cannot afford to ignore the legal regulation 

of cyberspace or leave it solely to users and Internet service 

providers. Various legal domains—including taxation, intellectual 

property rights, e-commerce, political regulation, and ethical 

governance—necessitate state intervention to establish clear legal 

norms for cyberspace (Aldrich, 2019: 178). However, given that 

legal rights and obligations traditionally exist within defined 

territorial boundaries, and that virtual space operates without such 

physical borders—transmitting information across national 

frontiers seamlessly—the question arises: who, at the national or 

international level, possesses the authority to regulate and 

legitimize this domain? Can any state claim jurisdiction over 

information passing through its territory and enforce legal 

measures in every instance? 

The pervasive influence of the Internet on multiple facets of life 

underscores its significance for the international community. A 

nuanced understanding of the legal dimensions of virtual space is 

essential for states and international actors to mitigate potential 

risks, optimize benefits, and, where necessary, develop new legal 

frameworks. International law has entered a new phase in its 

evolution, compelling engagement with the challenges and 

opportunities of the information age (Ziai Bigdali, 2017: 147). 

This article seeks to examine key principles of international law as 

applied to cyberspace, including the principle of freedom of 

information, the principle of respect for privacy, the principle of 

non-interference in domestic affairs, and the principle of 

prohibition of the use of force in virtual environments. 

First Statement: The Principle of Freedom 

of Information 
The significance of freedom of information as a fundamental 

human right was officially recognized by the First United Nations 

General Assembly in 1946, through Resolution 9, which stated that 

―freedom of information is one of the fundamental human rights 

and the cornerstone of all the freedoms to which the United 

Nations has dedicated itself‖ (Thomton, 2020: 105). 

The principle of freedom of information guarantees that every 

individual has the right to access and disseminate information. 

Some scholars consider it a continuation of the freedom of the 

press, which was first articulated in the nineteenth century. 

However, unlike freedom of the press—which is primarily 

concerned with internal freedoms—the principle of freedom of 

information has emerged as a transnational and international norm, 

responding to the globalized communication environment of the 

twentieth and twenty-first centuries (Namak Doost Tehrani, 2013: 

33). 

In 1968, the Sub-Commission on Freedom of Information and the 

Press issued a report entitled “Declaration of Rights, Obligations 

and Procedures Included in the Concept of Freedom of 

Information”, which emphasized that freedom of information is a 

fundamental right. Its purpose is to encourage and expand freedom 

of thought and opinion, without interference, as well as to ensure 

unrestricted access to research, information, and advanced facilities 

across borders. The report also recognized the right to travel for the 

purpose of gathering information and preserving sources (Grainger, 

2018: 116). 

Following World War II, freedom of information gained particular 

significance within the framework of human rights and 

fundamental freedoms, as enshrined in the Preamble and Article 1 

of the Charter of the United Nations. Several UN General 

Assembly resolutions reinforced its importance, linking it to the 

broader promotion of human rights globally (Timofeeva, 2013: 

219). Article 1 of the Declaration emphasizes respect for human 

rights and fundamental freedoms as a central goal of the United 

Nations, while Article 55 underscores that the UN shall promote 

universal respect for human rights and fundamental freedoms for 

all, without distinction based on race, sex, disability, or religion 

(Menthe, 2015: 173). 

The UNESCO Statute further codifies this principle. Its preamble 

highlights the commitment of member states to ensure the free 

pursuit of objective truth and the unrestricted exchange of ideas 

and knowledge, fostering mutual understanding among nations and 

acquiring accurate knowledge of the customs and traditions of all 

peoples (Greenberg, 2019: 140). Accordingly, UNESCO is 

mandated to play a prominent role in promoting freedom of 

information worldwide (Ibid: 143). 

Article 1, Clause 2 of the UNESCO Statute specifies: 

―To achieve these objectives, the Organization shall, by 

means of mass communication, facilitate mutual knowledge 

and understanding among nations, and shall recommend such 

international agreements as it considers useful for facilitating 

the free flow of ideas by word and image.‖ 

Furthermore, the statute declares: 

―The Organization shall contribute to the preservation, 

advancement, and dissemination of knowledge by 

encouraging cooperation among nations in all branches of 

intellectual activity. It shall also assist in preserving, 

developing, and disseminating publications through 

appropriate methods of international cooperation, thereby 

facilitating access by all nations to the works of others‖ 

(Smith, 2016: 311). 

Similarly, the International Conference on Freedom of Information 

emphasized that freedom of information is a fundamental human 

right and the foundation of all freedoms promoted by the United 

Nations. It includes the right to gather, transmit, and disseminate 

information without restriction. The credibility of freedom of 

information depends on the availability of diverse sources, the 
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responsible exercise of journalistic privileges, the pursuit of factual 

accuracy, and the dissemination of knowledge without malicious 

intent (Thomton, 2020: 1063). 

Article 10, paragraph 1, of the European Convention on Human 

Rights also enshrines this right: 

―Everyone has the right to freedom of expression. This right 

includes freedom to hold opinions and to receive and impart 

information and ideas without interference by public authority 

and regardless of frontiers.‖ 

Limitations and Challenges to Freedom of Information 

Article 10, paragraph 1, of the European Convention on Human 

Rights establishes that: 

―Everyone has the right to freedom of expression. This right 

includes freedom to hold opinions and to receive and impart 

information and ideas without interference by public authority 

and regardless of frontiers.‖ 

This provision does not prevent states from requiring permission 

for broadcasting radio and television content (Burojardi Alawi, 

2018: 62). The limitations on freedom of expression and 

information are further clarified in Article 10, paragraph 2, which 

states: 

―The exercise of these freedoms, since it carries with it duties 

and responsibilities, may be subject to such formalities, 

conditions, restrictions, or penalties as are prescribed by law 

and are necessary in a democratic society, in the interests of 

national security, territorial integrity, and public safety, for the 

prevention of disorder and crime, for the protection of health 

and morals, for the protection of the reputation and rights of 

others, for preventing the disclosure of information obtained 

in confidence, and to maintain the authority and impartiality 

of judicial authorities‖ (Aldrich, 2019: 182). 

Regarding the free flow of information and freedom of expression 

on the Internet, multiple obstacles—economic, social, and 

cultural—have emerged globally. The most significant of these are 

outlined below: 

1. Digital Divide: 

The ―digital divide‖ remains a critical barrier in cyberspace. Only 

approximately 15% of the world’s population currently has access 

to the Internet, reflecting disparities in financial and educational 

resources. This gap deprives entire cultures and social groups of 

opportunities to engage with information technology. Addressing 

this issue requires global initiatives to expand Internet access, 

provide digital literacy training, and raise awareness of potential 

risks associated with online engagement (Council of Europe, 2014: 

153). 

2. Language Barriers: 

Internet content is predominantly available in a limited number of 

languages, with English being the most dominant. This linguistic 

limitation restricts the global population’s access to information 

and online applications. Many Internet resources, including 

educational materials and software tutorials, are often inaccessible 

to non-English speakers, requiring knowledge of foreign languages 

to participate fully (Namak Doost Tehrani, 1392: 143). UNESCO 

reports submitted by numerous countries during the World Summit 

on the Information Society have repeatedly emphasized the 

importance of linguistic inclusivity on the Internet (Grainger, 2018: 

179). 

3. Cultural Factors: 

User education is crucial for promoting the responsible and 

effective use of the Internet. Widespread illiteracy and limited 

educational opportunities, particularly among women in socially 

marginalized communities, significantly reduce access to 

cyberspace. Technical training alone is insufficient; cultivating a 

culture of ethical and respectful Internet use is equally essential to 

ensure the free flow of information and respect for diverse opinions 

(Timofeeva, 2013: 250). 

4. Economic Barriers: 

Economic considerations, such as trade and commercial interests, 

heavily influence the accessibility of the Internet. Investors often 

prioritize immediate profits over expanding universal access, 

limiting opportunities for widespread digital engagement. The 

financial costs associated with purchasing hardware and 

maintaining Internet connectivity continue to restrict access 

primarily to individuals with sufficient economic resources 

(Khosravi, 2014: 71). 

5. Limited IP Addresses and Domain Names: 

The current Internet addressing system, based on IPv4 protocols, 

imposes significant limitations on scalability and linguistic 

diversity. The adoption of IPv6 protocols, which allows for a vastly 

greater number of addresses and enhanced features, is necessary to 

overcome these constraints and facilitate global connectivity 

(Aldrich, 2019: 133). 

6. Legal and Technical Framework: 

Participation in international decision-making regarding Internet 

governance, standards, and regulation requires substantial financial 

resources and technical expertise. Developing countries often lack 

both, limiting their ability to contribute to global policymaking and 

standards development (Grainger, 2018: 119). 

Second Statement: The Right to Privacy 
Privacy is defined as ―the right of individuals to be protected 

against unauthorized intrusion into the private lives of individuals 

and their families, whether by direct physical means or by the 

dissemination of information‖ (Aldrich, 2019: 183). It is grounded 

in respect for human dignity and other fundamental values, such as 

freedom of association and freedom of expression. Privacy is both 

a fundamental human right and a reasonable expectation of every 

individual (Ibid: 185). 

Privacy is among the most important human rights currently under 

threat in the digital age. Emerging technologies create 

unprecedented opportunities for privacy invasion. The increasing 

use of intrusive tools to monitor and intercept online 

communications, coupled with the misuse of data contained in 

personal files, has raised serious concerns about the protection of 

human dignity (Tabatabai Motmani, 2016: 127). 

Private communications on the Internet can be intercepted, and 

confidential files stored on connected devices can be accessed or 

copied from virtually anywhere in the world. Additionally, many 

online activities leave traces of personal information that users may 

not be aware of, which can be collected and exploited in multiple 

contexts (Smith, 2016: 322).  

Users may inadvertently expose information about themselves 

during their online interactions, which can be misused for 

commercial or other purposes—for instance, website browsing 

history may reveal sensitive financial or behavioral information. 

The rapid expansion of the Internet has, therefore, created 
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numerous challenges related to privacy protection (Thomton, 2020: 

197). 

The immense power, speed, and reach of information technologies 

have made balancing individual autonomy and governmental 

authority more complex than ever. Although global computer 

networks have facilitated communication and connectivity, they 

have simultaneously provided mechanisms for large-scale 

violations of individual rights (Menthe, 2015: 132). Particularly 

sensitive information—such as commercial data, sexual, religious, 

or political matters, medical records, financial information, and 

security data—can be easily accessed by unauthorized individuals, 

causing substantial harm to personal finances or reputation 

(Greenberg, 2019: 107). 

Although several countries have enacted laws and regulations to 

safeguard privacy, these measures are often insufficient to fully 

protect human dignity. First, the scope of such legislation does not 

cover all relevant aspects of privacy. Second, there is no universal 

agreement on the definition of privacy or what constitutes its 

violation, which hampers effective legal protection. Third, the right 

to privacy has not yet been universally recognized as a 

fundamental norm, either under international law or within 

domestic legal frameworks, limiting comprehensive enforcement. 

Fourth, due to the extensive reach and capacity of global media 

networks, preventing privacy violations necessitates an 

international, coordinated approach; without a shared 

understanding of privacy and joint legal measures, practical 

solutions remain unattainable (Sharif, 2011: 81). 

In many countries, the collection, use, and dissemination of 

personal information—whether by public authorities or private 

entities—are governed by general laws, and enforcement 

mechanisms are in place to ensure compliance. The European 

Union has adopted a model of comprehensive privacy legislation, 

with similar frameworks implemented in Canada and Australia 

(Study Center, 2016: 17). 

Within the European Union, privacy and the confidentiality of 

communications are protected as fundamental values through 

codified laws and principles established by case law. For example, 

Article 8 of the European Convention on Human Rights safeguards 

the privacy and confidentiality of communications between 

Internet users. This provision prohibits government agencies and 

private entities, including employers and Internet service providers, 

from interfering with users’ Internet access, except in limited cases 

such as crime prevention or public safety. The scope of such 

exceptions varies across different countries (Miqhazaou, 2019: 

165). 

Third Statement: The Principle of Non-

Interference 
The principle of non-interference in the internal affairs of states 

recognizes the sovereign right of a nation to determine its political, 

legal, economic, and cultural systems to realize its values and 

interests. No other state may engage in acts officially recognized as 

infringing on this right, provided that a state’s legal, economic, or 

other actions do not conflict with the legitimate interests of other 

nations or cause harm to them (Sharif, 2011: 53). 

Historically, the principle of non-interference is rooted in natural 

law and the concept of individual sovereignty. It emerged as a 

response to regimes that governed without true representation of 

their populations. Governments, asserting the rights of the state as 

derived from the natural rights of individuals, articulated various 

fundamental rights of states. These rights—absolute, inalienable, 

and non-transferable—include the right to security, independence, 

equality, mutual respect, and engagement in international trade 

(Aldrich, 2019: 158). 

International consensus on the prohibition of interference is 

reflected in numerous United Nations General Assembly 

resolutions. Notable examples include the 1990 Declaration on the 

Inadmissibility of Intervention in the Internal Affairs of States, and 

the 1970 Declaration on Principles of International Law 

Concerning Friendly Relations and Cooperation among States, 

adopted without a vote. Similarly, the Final Declaration of the 

1960 Asian-African Conference referred to the principles forming 

the doctrine of peaceful coexistence, affirming non-interference in 

matters within a state’s domestic jurisdiction (Thomaton, 2020: 

311). 

The 1970 Declaration explicitly considers armed intervention, as 

well as other forms of coercion threatening a state’s political, 

economic, or cultural integrity, to be contrary to international law, 

since such actions undermine territorial integrity and political 

independence, violating the United Nations Charter (Greenberg, 

2019: 178). 

However, the principle of non-intervention includes exceptions 

recognized under international law, including: 

1. Intervention authorized under a treaty (e.g., U.S. 

interventions in Latin America). 

2. Pursuit of joint policies agreed upon in a treaty, without 

violating the treaty’s principles. 

3. Intervention to protect a state’s own nationals. 

4. Self-defense. 

5. Response to serious violations of international law by a 

state. 

6. United Nations-sanctioned action against a state 

threatening international peace or committing violations 

under the UN Charter (Arin, 1398: 87). 

This raises the question of whether violations of human rights, as 

listed in the Universal Declaration of Human Rights (UDHR), 

could justify the use of force. Is it possible to distinguish between 

violations that are tolerable versus intolerable, and could 

deprivation of rights such as freedom of opinion and expression—

including access to and dissemination of information—justify 

international intervention? 

International human rights instruments sometimes categorize rights 

as ―fundamental,‖ creating distinctions between civil and political 

rights versus economic, social, and cultural rights (Smith, 2016: 

189). Freedom of opinion and expression, along with the right to 

receive and impart information, are civil and political rights. When 

individuals face threats to their freedoms, they collectively 

establish a state to protect life, while simultaneously seeking to 

safeguard individual rights from state encroachment. Inclusion of 

these rights in international treaties and domestic constitutions 

exemplifies this protective effort. Consequently, humanitarian 

interventions are sometimes framed as actions by states claiming to 

represent the people, aimed at preventing authoritarian regimes 

from violating individual rights (Hamano, 2017: 143). 
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States are obliged to respect each other’s sovereignty but also bear 

obligations toward humanity, including protecting individual 

rights. If a state neglects these obligations, its sovereignty may be 

considered forfeited, potentially justifying humanitarian 

intervention. UN General Assembly resolutions, such as Article 5 

of the resolution defining aggression, and the Declaration of 

Principles of International Law, support this position (Timofeeva, 

2013: 119). 

Freedom of opinion and expression, including the right to freely 

access and disseminate information via the Internet, is a 

prerequisite for safeguarding other civil liberties. It is recognized 

as a fundamental human right in instruments such as the 

Declaration on the Elimination of All Forms of Intolerance and 

Discrimination Based on Religion or Belief. Article 6 explicitly 

affirms the rights to freedom of the press, publication, and 

correspondence at national and international levels. Security 

Council resolutions authorizing military intervention to protect 

human rights are grounded in these General Assembly resolutions 

(Grainger, 2018: 157). 

Nevertheless, ambiguity remains regarding which ―fundamental 

rights‖ violations justify humanitarian intervention. It is similarly 

unclear whether infringement of the right to freedom of 

information—an essential civil right—can serve as grounds for 

military action by other states (Aldrich, 2019: 357). In principle, 

the rationale for intervention in cases such as violations of the right 

to life, free elections, or religious freedom could extend to 

violations of freedom of belief and expression. Historical debates 

during the drafting of the UDHR reflect differing priorities: the 

Soviet Union emphasized economic and educational rights, 

whereas the United States and the United Kingdom prioritized 

freedoms such as press, information, and religion (Menthe, 2015: 

183). 

Over time, international attitudes toward human rights have 

evolved: rights initially viewed as instruments to maintain peace 

and security are increasingly recognized as ends in themselves, 

legitimizing humanitarian intervention. Given the distinction 

between civil and political rights versus economic, social, and 

cultural rights, the right to freedom of the press and information—

an individual civil right—has acquired a legal framework whose 

violation has, in practice, prompted Security Council interventions 

(Ibid: 187). 

The critical task is identifying which human rights violations 

warrant humanitarian intervention. While the scope of such rights 

remains contested across societies and legal scholars, certain 

rights—such as the right to life and its associated protections, 

including freedom from slavery, torture, and the right to liberty and 

security—are universally considered fundamental, violations of 

which may justify international action (Thomton, 2020: 160). 

Another perspective holds that all rights enumerated in the UDHR 

constitute fundamental elements of the rule of law. Violations of 

these rights breach international law and public order. Accordingly, 

the right to freedom of information is essential to international 

legal order; its violation may legitimize state intervention when 

legitimate interests are threatened (Heidari, 2017: 153). 

Fourth Statement: The Principle of 

Prohibition of the Use of Force 
The information age has introduced new opportunities and 

challenges, including the emergence of cybercrime, cyberwarfare, 

and information warfare, fundamentally transforming the methods 

and tools by which states project power on the international stage 

(Arin, 2019: 127). 

The application of international law to the use of certain 

instruments of war has been established for conventional and 

emerging weapons. For example, electromagnetic and energy-

based weapons—such as lasers, microwaves, and high-frequency 

radio guns—may be regulated under existing legal principles for 

conventional weapons. However, the application of these 

principles to information attacks presents greater complexity 

(Heidari, 2017: 151). 

An information attack refers to the use of electronic tools to access 

or manipulate information systems of a target state, without 

necessarily causing physical harm to combatants or soldiers 

(Sharif, 2011: 62). A primary form of such attacks is the intrusion 

into computer networks, commonly referred to as hacking (Najji, 

2011: 125). 

The nature of information warfare raises questions regarding the 

applicability of traditional norms of international law, particularly 

the provisions of the United Nations Charter. While these rules 

remain relevant, they may not suffice to address the consequences 

of modern information technology (Aldrich, 2019: 132). The 

ability of states to infiltrate another country’s information 

infrastructure and cause widespread disruption introduces legal 

complexities that differ from conventional military attacks 

involving armies, aircraft, or naval forces (Grainger, 2018: 167). 

Information attacks are often intangible and difficult to detect, 

utilizing radio waves, electrons, or digital malware. Attackers may 

be foreign private entities, independent individuals, or state-

affiliated mercenaries whose actions cannot be directly attributed 

to a state. Attackers may also operate remotely, with effects 

manifested far from their physical location, rendering detection and 

attribution challenging. For instance, a computer virus delivered 

via email can be as disruptive as a missile strike (Smith, 2016: 

192). 

Governments are increasingly concerned that cyberattacks could 

disrupt critical infrastructure, including communications, aviation, 

financial systems, and defense networks, thereby endangering 

national security and public welfare (Hamano, 2017: 113). The 

destructive potential of information warfare necessitates careful 

analysis to shape contemporary rules of international law regarding 

the use of force. Several countries have incorporated cyberwarfare 

considerations into criminal statutes and military doctrines 

(Timofeeva, 2013: 214). 

The unique features of computer technologies have created new 

forms of aggression that differ from traditional military operations. 

Some cyber tools, such as malware and hacking, transfer conflict 

from the physical to the digital domain. While certain tools may 

have minimal physical impact, others could cause large-scale 

destruction or threaten human life (Arin, 2019: 162). Notably, 

cyberattacks often do not require physical border crossings, unlike 

conventional military interventions (Sharif, 2011: 48). 

Although existing international treaties contain provisions 

potentially applicable to information warfare, such as the United 

Nations Convention on the Law of the Sea (1982) and treaties 

under the International Telecommunication Union (ITU), these 

instruments were not drafted explicitly to regulate cyberattacks. 

Their application may require interpretative expansion. For 

example: 
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 Article 35 of the ITU Treaty stipulates that all stations 

must be operated to avoid harmful interference with 

communications of other parties. 

 The 1982 Convention on the Law of the Sea prohibits 

transmissions from the high seas that interfere with 

coastal state communications (Slevin, 2020: 172). 

 Article 38 of the ITU Treaty maintains freedom 

regarding military radio installations, effectively 

excluding certain military cyber operations from local 

interference regulations (Greenberg, 2019: 127). 

States such as Russia have increasingly recognized cyber tools as 

comparable to weapons of mass destruction (Thomton, 2020: 319). 

Treaties governing outer space, such as the Treaty on Principles 

Governing the Activities of States in the Exploration of Outer 

Space, prohibit placing nuclear or other weapons of mass 

destruction in orbit (Arin, 2019: 181). It remains uncertain whether 

satellites carrying cyberwarfare tools capable of mass disruption 

fall within this definition, and whether information warfare 

constitutes a form of mass-destruction weapon, traditionally 

limited to nuclear, biological, and chemical arms (Hamano, 2017: 

150). 

Currently, no international treaty explicitly regulates cyberattacks 

or the tools used in such operations. As cyberwarfare technologies 

evolve, it is increasingly likely that states will develop specific 

legal frameworks and treaties to address the use of force in 

cyberspace, ensuring that international law adapts to the emerging 

challenges of the digital age. 

Conclusion 
The Internet, as the product of interconnected computer networks 

through which information flows, has created a new realm of 

human activity known as virtual space. Unlike physical locations, 

this space is borderless and independent of user location, allowing 

anyone, anywhere, to communicate freely with others across the 

globe. The global computer network has significantly weakened 

the relationship between geographical location and state power, 

limiting the ability of domestic governments to enforce their laws 

effectively within this global phenomenon. Consequently, the 

traditional system of territorial governance is challenged by the 

borderless nature of cyberspace. 

The conventional view of networks as mere transmission channels 

is no longer sufficient. A new legal regime tailored to cyberspace is 

necessary. In defining this regime, cyberspace can be considered 

analogous to other international domains, such as the high seas, 

Antarctica, or outer space—areas not under the sovereignty of any 

single state, where jurisdiction is determined by relationships other 

than territory. Regulating the Internet based purely on a territorial 

balance of power risks overlapping jurisdictions and complex legal 

conflicts. Customary international law faces limitations in 

cyberspace, particularly regarding jurisdiction and extradition of 

offenders residing outside a state’s territorial control. Multilateral 

treaties remain the most effective means to establish jurisdiction 

and regulate cyber activities. 

The rise of terms such as cybercrime, cyber quasi-crime, cyber-

trafficking, cyber-terrorism, and cyber-attacks underscores the 

urgent need for state regulation. Governments cannot treat the 

Internet as a free-floating space devoid of rules. Issues spanning 

financial and commercial activities, intellectual property, 

cybercrime, cybersecurity, politics, and ethics necessitate legal 

oversight. 

In accordance with international human rights principles, citizens 

of every society have the right to freedom of expression, which 

includes seeking, receiving, and imparting information through all 

available means, including the Internet. This right must be 

balanced with limitations under international law, including public 

order, privacy protection, prevention of incitement to violence or 

discrimination, state security, and non-interference in the internal 

affairs of other states. Such restrictions must remain specific, 

explicit, and justified under international law. 

The World Wide Web’s global reach and instantaneous 

connectivity have also created avenues for discriminatory and 

harmful actions, including racial, ethnic, religious, and national 

incitement. States must strike a balance by promoting freedom of 

expression while preventing the misuse of information. This 

includes disseminating factual, positive content and fostering 

understanding and tolerance within society. 

Freedom of expression and information has been recognized 

internationally as a fundamental human right and a touchstone for 

other freedoms. Persistent violations of these rights by a state may 

justify humanitarian interventions under international law. 

Similarly, the Internet’s integration into critical infrastructure—

ranging from energy and communications to financial and defense 

systems—makes cyberattacks a serious threat. The destructive 

potential of such attacks raises questions regarding their coverage 

under the prohibition of the use of force in the UN Charter. While 

some scholars argue that this prohibition applies only to physical 

military force, the effects of cyberattacks may be comparable to 

traditional armed attacks. 

The UN Charter and customary international law do not explicitly 

define ―use of force,‖ but the Security Council is tasked with 

maintaining international peace and security. If a cyberattack 

constitutes a threat to or breach of peace, the Council may take 

necessary measures under Article 39 of the UN Charter. 

Furthermore, the principle of self-defense under Article 51 applies 

if cyberattacks are considered armed attacks. A pragmatic approach 

is to assess cyberattacks based on their effects, rather than the 

mechanisms employed. This approach ensures that international 

law adapts to the realities of cyberspace, safeguarding both state 

security and human rights in the digital age. 
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