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Abstract

This study focuses on analysing the fraud patterns in Nigerian banking using the Nigerian Bank Services Sector (NIBSS) Fraud
Dataset (2023) comprising of 1 million transactions. Descriptive statistics, crosstabs, and Chi-square tests are used to examine
channel vulnerability, fraud techniques and temporal patterns. Results indicate that the Web (0.340%), Mobile (0.333%) and POS
(0.306%) channels have much higher fraud levels than the ATM (0.110%) channel with a statistically significant relationship
between channel and fraud occurrence (x> = 147.59, p < 0.001). Social Engineering became the most prevalent fraud method
across all fraud channels, with the most prevalent across ATM (81.8%) and ECOM (72.4%). Temporal analysis showed that month
is significant (x> = 358.91, p < 0.001) as the highest fraud rates were found in January (0.53%) and May (0.49%) whilst weekend
rates of fraud had an increase of 17.1% from weekdays. The study provides empirical evidence of fraud trends in developing
economies and provides practical guidance for banks, regulators and customers on the investment of resources in security,
customer awareness and education programs, and monitoring during high-risk periods. Future research should be carried on for
more than one year, and advanced detection techniques should be explored.

Keywords: Fraud Detection, Nigerian Banking, Social Engineering, Channel Vulnerability, Temporal Patterns, Transaction
Channels, NIBSS Dataset, Seasonal Fraud.
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1. Introduction

Financial fraud is one of the most pressing challenges facing the
Nigerian banking sector, posing risks to institutional stability, trust,
and significant economic costs to individuals, businesses, and the
economy at large (Umoh et al., 2024). The Nigerian financial
system is in the midst of rapid digitalisation and the amount and
complexity of fraudulent transactions has been growing at an
alarming rate. According to the Nigeria Inter-Bank Settlement
System (NIBSS), in 2023, electronic transactions amounted to
N600 trillion, up 55% from the previous year in terms of volume of
digital transactions (adejuwon, 2026). This development has led to
great strides in financial inclusion and economic efficiency, but it
has also increased the exposure of fraudsters, and criminal actors
are taking advantage of this vulnerability in growing numbers and
with increasing sophistication (adejuwon, 2026).

The fraud situation in Nigeria is alarming and keeps on increasing.
Between 2019 and 2023, the annual count of fraud cases increased
by 112% from 44,947 to 95,620, while the amount lost to fraud
surged by 496% from ¥2.9 billion to ¥17.67 billion (Ifeanyi,
2026). Mobile and web channels accounted for criminal activity in
over 50% of these frauds, while more than half of the frauds took
place via digital channels (Khiaonarong and Zheng, 2026). The
trend highlights the need for more comprehensive empirical
research to uncover fraud patterns, identify vulnerable channels,
and craft effective preventive measures relevant to the Nigerian
market.

The prevalence of fraud in Nigerian banking highlights the need to
understand the types and trends of fraud in the banking industry.
One important development is the emergence of Social
Engineering as a fraud technique, as this is the most common
technique used by fraudsters (Abimbola, 2026). A total of 31,719
social engineering incidents have been reported, constituting 47%
of the reported fraud and losses of N617.84 billion in 2025 alone
(Oladosu, 2026). This is exacerbated by the insider threat as
employees of the bank are now responsible for up to 70% of all
cyber incidents (The Editorial Board, 2025). This indicates that the
approach to fraud prevention must be more than technology, it
must also be about understanding the human and systemic
weaknesses that fraudsters exploit.

Current studies on fraud detection in developing economies have
largely adopted conventional machine learning methods, but these
methods are not effective in identifying advanced fraud strategies
due to their inability to capture the intricate financial relationships
and patterns (Bello and Olufemi, 2024). To tackle this issue, Graph
Neural Networks (GNNs) have been proposed as alternatives due
to their ability to leverage graph structures to model interactions
between various entities, like transactions, users and merchants
(Zhou et al., 2020). Despite this, most of the current card fraud
detection models based on GNNs have only been tested on
benchmark datasets that are not available in Africa, thus, failing to
capture the uniqueness of card fraud in the Nigerian financial
sector (Akinwande et al., 2026).

This study aims to fill this gap by performing a thorough empirical
study of fraud patterns in Nigerian banking by analyzing 1 million
transactions in 2023. Specifically, the study involves an analysis of
the wvulnerability of channels based on fraud rates by channel
(Mobile, Web, POS, ATM, IB, ECOM), an examination of fraud
techniques and their distribution across channels, and an analysis
of temporal patterns in fraud occurrence. The research has three

aims: (1) to examine the relationship between transaction channels
and fraud occurrence, (2) to examine the distribution of fraud
techniques across transaction channels, and (3) to examine the
influence of temporal factors on fraud.

This paper is organized as follows. The literature review conducted
in Section 2 summarizes literature on banking fraud, its channel
vulnerability, techniques used to commit banking fraud, and the
temporal patterns of banking fraud. The data and methodology are
presented in Section 3. The empirical results are presented in
Section 4. The results are discussed with the available literature in
Section 5. Section 6 summarizes the paper and presents
implications for practice and future research.

2. Literature Review

2.1 Theoretical Foundations

The study is supported by three theoretical frameworks which offer
an explanatory power to the study of fraud pattern in Nigeria
banking.

According to Fraud Triangle Theory (Cressey, 1953), fraud can
only take place when three things come together: perceived
opportunity, perceived pressure, and rationalisation (Mohottige et
al., 2018). In banking, opportunity is created by failing internal
controls, the pressure of money problems, and rationalisation is
when the perpetrators make excuses for their actions. Social
Engineering fraud, which exploits the vulnerability of humans, is a
fraud method that is pertinent to this framework, which is not the
case with technical weaknesses (David et al., 2026). The theory
also provides an explanation for insider collusion; working under
financial stress can rationalize fraudulent behavior by employees
(Chimonaki et al., 2023). The application of this theory to Nigeria
is supported by the observation that internal control weaknesses
and employee rationalisation are still important causes of banking
fraud in Nigeria (Vutumu et al., 2024).

According to the Routine Activities Theory (Cohen & Felson,
1979), convicted criminals are merely people who lack a capable
guardian, have a suitable target, and are motivated criminals
(Perera, 2024). In banking fraud, the guardian is the security
measures, the target is the customer/institution and the offender is
the fraudster (Parti, 2023). This theory gives an insight into the
vulnerability of a channel, where high fraud rates on Mobile and
Web channel mean low guardianship in contrast with ATM
channel (ldowu, 2021). The theory also gives an account of the
temporal patterns, where weekends have less guardianship with
less vigilant bank staff (Parti, 2023). The theory has been
supported empirically in Nigeria, which shows that there is a
positive relationship between the reduction of monitoring during
non-business hours and the occurrence of fraud occurrence
(adejuwon, 2026).

According to the Fraud Management Life Cycle Theory (Freeman,
2026), fraud management is a continuous process of detecting,
analyzing, and preventing fraud. This framework focuses on
systems rather than reactive responses. This research enhances a
detection phase through the empirical evidence of fraud patterns,
which can be utilized to create more specific detection
mechanisms.
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2.2 Empirical Evidence on Banking Fraud
2.2.1Global Perspectives on Banking Fraud

Social Engineering is a consistent and worldwide identified
technique of fraud. Social engineering, which is usually supported
by the collusion of the insider, has become the prevailing systemic
risk, while the risk of fraud is now increasingly attributed to
internal manipulation, rather than to technical intrusion (Nwokoji,
2026). This reflects a fundamental shift where psychological
manipulation is preferred over technical intrusion. Bhusal (2020)
and Ukwadinachi (2025) show that fraudsters use advanced social
engineering techniques that have nothing to do with exploiting
weaknesses in the systems but are based on human psychology,
making rule-based systems ineffective.

New technology has brought in complex fraud schemes. Al-driven
methods, such as deepfakes that circumvent biometric
authentication systems, have been reported (Abbas and Taeihagh,
2024). According to the MIT Technology Review Fahey (2026),
fraudsters have been exploiting Telegram with KYC bypass
services to scale and bypass identity verification. The evolution of
these trends highlights how adaptable fraud is and how difficult it
is to keep up with the pace of change and build an effective
detection strategy. Fraud detection should be continually updated
with both technological and human-centred measures.

The methods used for fraud detection have been studied, with the
focus being placed on traditional machine learning methods and
advanced deep learning methods. Recently, the ability of graph
neural networks (GNNs) and transformer architectures to model
complex temporal and relational patterns in financial data has been
shown (Jonathan et al., 2025; Bello et al., 2022). But, it's difficult
to detect fraud because real-world large-scale datasets are not
available and fraud patterns are constantly changing. Complex
relationships in financial data are not well captured by traditional
machine learning approaches, which may not be able to detect
sophisticated fraud schemes (Uddin, 2025).

2.2.2Nigerian Banking Fraud: Context and Patterns

Nigerian researchers have contributed much to the understanding
of banking fraud in Nigeria. There is strong evidence that internal
control systems have a positive impact on fraud risk management:
clear recruitment procedures, fair compensation, rotation of staff,
background checks are all important factors in minimizing fraud
(Abei et al., 2021). External auditors in Nigerian banks have an
important role to play in the prevention of fraud (Maigida and
Anthony, 2009). Lack of effective internal control systems and
security flaws are the main causes of fraud, emphasising the need
for efficient organisational structures with clearly designated
responsibilities (Elikem et al., 2024). Basing on the findings, it is
clear that technical and organisational measures are crucial.

According to empirical evidence gathered by NIBSS, the most
exploited payment channels are the Mobile, Web and POS
channels (Tunji, 2026). Mobile fraud rose by 5% from 2022 to
2023 and became the channel with the highest number of attacks.
While the number of incidents of web fraud has reduced, it is still a
serious issue. The anonymous, fast, and large scale advantages of
digital channels are appealing to fraudsters (David et al., 2026).
Digital channels saw a higher concentration of fraud with
electronic payments in 2023 accounting for more than ¥N600
trillion, a 55% increase (Olalekan, 2024). The digitalisation has
new opportunities for fraudsters who have adapted their methods.

Social Engineering fraud has been the most common fraud
technique in Nigerian banking, as identified by the various
researchers and writers (Olalekan, 2024). These five fraud
techniques are repeated: Social Engineering, Card Theft, Robbery,
PIN Compromise, and Phishing. Social Engineering sees the
highest level of volume and financial impact, followed by card
theft (17%), robbery (11%), PIN compromise (7%) and phishing
(6%). Its popularity is due to its ability to take advantage of
vulnerabilities in human beings, the weakest link in the security
chain (Olalekan, 2024). Fraudsters have been investing in building
advanced social engineering techniques capable of circumvention
of strong technical security measures.

NIBSS has documented temporal pattern of fraud which shows that
the fraud is not uniform but varies seasonally and monthly. January
had the highest number of fraud with 11,716 followed by 9,492 in
February 2023 (Abdussalam, 2023). The highest fraud volume was
during Q1 and the highest fraud value was during Q4. One of the
reasons fraudsters are so active on the weekends is because they
know that there is less security monitoring. (Nathan, 2026) These
patterns indicate that there are regular points in time that are
conducive to fraud, such as the economic and social cycles,
including seasonal spending, holidays, and financial reporting
cycles. It offers opportunities for focussed prevention approaches
targeting resources to high risk periods.

2.3 Literature Gap

Although there is a great deal of research on banking fraud, there
are a number of critical gaps. First, there is limited empirical
evidence that examines fraud patterns based on large transaction
data in Nigeria. The majority of national studies are based on
survey responses or small samples, and so are not considered to be
generalisable (Okafor & Okonkwo, 2022). Second, there is little
research that has explored the relationship between channel
vulnerability and fraud techniques. Researchers have focused on
identifying vulnerable channels and dominant techniques, but little
research has examined the differences between the various
channels and techniques that are used for fraud (NIBSS, 2025).
This relationship may help to develop more specific prevention
strategies.

Third, there is a need to examine fraud in Nigerian banking in
greater detail to make specific recommendations for preventing
fraud. The NIBSS reports provide overall information about the
temporal variations, however, a more detailed analysis is required
to understand what factors are contributing to the temporal
variations and to create risk-based monitoring strategies. Fourthly,
there is a lack of proper evaluation of the effectiveness of the fraud
prevention interventions in Nigeria. Research on the effects of
particular measures, like two factor authentication, customer
education and increasing monitoring, would be useful evidence for
policymakers and banking institutions.

This study aims to fill these gaps by studying 1 million transactions
to uncover the vulnerabilities of the channels, the fraud techniques
and the time trends in an integrated fashion, offering empirical
evidence for future theory and practice of fraud prevention.

3. Methodology

3.1 Research Philosophy and Approach.

The research philosophy used in this study is positivist because this
research philosophy is a research philosophy that considers social
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reality as something that exists tangible and objective, in the sense
that it is outside the researcher. A positivist approach allows
hypotheses to be tested empirically with quantitative data and
generalisable causal statements to be constructed (Park et al.,
2020). The logic behind this paradigm is that fraud variables
(temporal patterns, technique, channel) can be objective,
measurable, observable and analysed. The method adopted is
deductive, in which theories drawn from the literature suggest
hypotheses which are tested with reference to the observed data.

3.2 Data Source

For this study, the data used is the NIBSS Fraud Dataset, which is
a synthetic dataset of fraud data for the year 2023, calibrated to
reflect official NIBSS 2023 statistics of fraud (Owolabi, 2025).
The dataset is available on Kaggle
(https://www.kaggle.com/datasets/hendurhance/nibsss-fraud-
dataset) and contains 1 million transactions with 38 engineered
variables spanning temporal, behavioural, and risk categories. The
synthetic nature of the dataset guarantees statistical validity to
reflect NIBSS reported fraud patterns, while ensuring privacy
compliance (Owolabi, 2025).

The key variables for the dataset are: transaction id, customer id,
transaction time, transaction amount, transaction channel (Mobile,
Web, POS, ATM, IB, ECOM), merchant category, bank, location,
age group, temporal features (hour, day of week, month, weekend
indicator, peak hour indicator), behavioural features (transaction
velocity, amount volatility, channel diversity), and the target
variable is_fraud which is a binary classification for whether a
transaction is fraudulent. Fraudulent transactions are also included
in the dataset, with the fraud_technique field being used to show
what fraud technique was used.

3.3 Sample and Variables

A total of 1 million transactions, resulting in a 3000 fraud cases
(0.30% fraud rate). The sample size is large enough for statistical
analysis and yields good empirical results. In this study, the
independent variables considered are channel (categorical:
"Mobile", "Web", "POS", "ATM", "IB", "ECOM"), fraud
technique (categorical: "SOCIAL_ENGINEERING",
"ROBBERY", "CARD_THEFT", "PIN_COMPROMISE",
"PHISHING", "OTHER"), and temporal factors (month and
weekend flag). The target (dependent) variable is the fraud label
is_fraud (0 = legitimate, 1 = fraud).

3.4 Analytical Techniques
The following data analysis techniques were used:

Fraud patterns over channels, techniques, and time periods were
described using Descriptive Statistics: Frequency distributions,
percentages and mean comparisons.

Chi-Square Test of Independence: Used to determine whether
relationships between categorical variables (channel vs fraud,
month vs fraud, weekend vs fraud) is statistically significant or not.
The Chi-square statistic equals:

X’ =%:%; (05 - E;)* / Ey

Oij is the observed frequency and Eij is the frequency that is
expected if the null hypothesis (HI) of independence is true.

Cross-Tabulation Analysis: To look at the distribution of fraud
techniques across transaction channels, and patterns in the
distribution of transaction channels by fraud technique.

The analysis of data was carried out using Python with packages
pandas, numpy, matplotlib, seaborn, scipy.stats in the Jupyter
Notebook format. All the statistical tests were carried out at the 5%
level of significance (0=0.05) and values for p<0.05 were
considered statistically significant.

3.5 Ethical Considerations

This research is based on secondary data which is available, public
and anonymous. There was no primary data collection with human
subjects. NIBSS Fraud Dataset does not contain any personally
identifiable information. The principles of academic honesty are
upheld by reporting and disclosure of limitations (Tripathy, 2013).

4. Results

The findings from the empirical study are presented in this section,
following the three research objectives. The analysis looks at the
vulnerability of the channels, techniques of fraud, and temporal
patterns in Nigerian banking fraud based on 1 million transactions
from the NIBSS fraud dataset (2023).

4.1 Channel-Fraud Relationship Analysis

The analysis of channel-fraud relationships found that transaction
channels varied significantly in the number of frauds occurring per
channel. The list of distribution of transactions/ fraud cases by
channel are shown in Figure 1-3.

Total Transactions by Channel

400000

Number of Transactions

100000

QD‘J

Channel
Figure 1: Total Transaction by Channel

From Figure mobile transactions accounted for the highest share of
transactions (44.95%), followed by Web (20.05%) and POS
(18.00%). In terms of fraud cases, Mobile accounted for 49.87% of
all fraud cases (1,496 cases), followed by Web with 22.90% (687
cases) and POS with 18.37% (551 cases). Though making up
2.01% of total transactions, ATM transaction fraud only made up
0.73% of the total fraud cases (22 cases).
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Fraud Cases by Channel

g

Number of Fraud Cases

Channel
Figure 2: Fraud Cases by Channel
Chi-Square Test: Channel Vs Fraud
Chi-Square Statistic: 147.5871
P-Value: 0.000000

Degrees of Freedom: 5

It was found that there is a statistically significant relationship
between transaction channel and occurrence of fraud (y* = 147.59,
df = 5, p < 0.001) as determined by the Chi-square test of
independence. The frequencies were found to be significantly
different from the frequencies expected under the null hypothesis
of independence.

Figure 2 indicates the expected frequencies for fraud cases by
channel were: ATM (60.22), ECOM (150.68), IB (298.96), Mobile
(1,348.57), POS (540.10), and Web (601.46). The number of fraud
cases observed in the Mobile channel (1,496) and Web channel
(687) was significantly high compared with the expected
incidences indicating that mobile and web channels are
disproportionately hit by fraudsters.

Fraud Rate by Transaction Channel

0.330% === oOverall Fraud Rate: 0.300%

Fraud Rate (%)
o
o
L

“éé\\e, @‘9

Channel
Figure 3: Fraud Rate By transaction

The visual comparison of the fraud rates by channel is shown in
Figure 3. Web exhibits the highest fraud rate (0.340%), followed
closely by Mobile (0.330%) and POS (0.310%). The horizontal
dashed line is the percentage of all fraud cases (0.300%). Web and

Mobile channels, along with POS, are above the overall average on
fraud rates, and 1B, ECOM and ATM channels are below the
overall average on fraud rates.

The medium risk levels occurred in Web, Mobile and POS
channels, and low risk levels occurred in 1B, ECOM and ATM
channels. Web had the highest fraud rate (0.340%), which is 1.13
times higher than the overall fraud rate of 0.300%. ATM's fraud
rate was the lowest at 0.110% (or 0.37 times lower than the overall
fraud rate).

The results suggest that digital channels (Web, Mobile, POS)
recorded very high fraud levels compared to traditional ATM
channels, thus supporting Hypothesis 1. Web (0.340%) and Mobile
(0.333%) have the highest fraud rates, while ATM (0.110%) has
the lowest. The Chi-square test shows that the relationship between
the channel and the occurrence of the fraud is statistically
significant (y* = 147.59, p < 0.001).

4.2 Fraud Techniques Analysis

The study of fraud technique revealed that Social Engineering is
the most prevalent fraud technique in Nigerian banking irrespective
of the channel used, it captured the bulk of the fraud cases. Table 2
shows the distribution of fraud techniques.

Table 1: Distribution of Fraud Techniques

Technique Count Percentage

SOCIAL_ENGINEERING 1,929 64.3%

ROBBERY 341 11.4%

CARD_THEFT 220 7.3%

OTHER 220 7.3%

PIN_COMPROMISE 158 5.3%

PHISHING 132 4.4%

Total 3,000 100%

Theft (7.3%). They were PIN Compromise (5.3%) and Phishing
(4.4%).

Table 1 shows the distribution of fraud techniques. Social
Engineering is the top technique, with over half of all techniques.
The visualisation clearly shows that the biggest fraud technique in
Nigerian banking is the Social Engineering.

When looking at the types of frauds examined by channel, Social
Engineering frauds were found to be the most prevalent fraud type,
especially on ATM (81.8%) and ECOM (72.4%) channels as well
as Web (64.2%). The most common technique per channel is
shown in Table 2.

Table 2: Most Common Technique by Channel

Channel Most Common Technique Percentage

ATM SOCIAL_ENGINEERING 81.8%

ECOM SOCIAL_ENGINEERING 72.4%

IB SOCIAL_ENGINEERING 66.1%

SOCIAL_ENGINEERING 64.2%

Mobile SOCIAL_ENGINEERING 63.8%

POS SOCIAL_ENGINEERING 63.3%
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Table 2 reveals that social Engineering remains the top fraud
technique in all transaction channels, with ATM (81.8%) and

Fraud Technigues Distribution
{Total: 3,000 Casas)

Mumber of Cases

Fraud Technigue

Figure 4: Fraud Technique Distribution

Figure 4 indicates that Social Engineering was the most common
fraud technique with 1,929 fraud cases (64.3%) of the total fraud
incidents. This was followed by Robbery with 341 cases (11.4%).
There were 220 cases of Card Theft and Other fraud types, and 158
cases of PIN Compromise (5.3%). Phishing was the least common
fraud technique with 132 cases (4.4%). The results show that social
engineering attacks represent the main driving factor of fraud in the
banking industry, which makes the need for more customer
awareness and security a crucial necessity.

Social Engineenng Cases by Channel
955

Mumber of Cases

& I
R

Channel

Figure 5: Social Engineering cases by channel

Mobile channel is where the largest number of social engineering
cases occur, at nearly 45% of all social engineering fraud with 955
cases as shown in Figure 5. The Web channel is next with 441
cases, and POS has 349 cases. Significantly lower numbers are
reported for Internet Banking (IB), ECOM and ATM channels.
This means that fraudsters make mobile banking users a key target
for deceptive practices.

ECOM (72.4%) having the highest rates and POS (63.3%) and
Mobile (63.8%) having the lowest rates but still majority.

Fraud Technigues Distribution

PHISHING
PIN_COMPROMISE

OTHER

CARD_THEFT

SOCIAL_ENGINEERING

?

fraud_technigue
Channel Distribution (Fraud Cases Only)

AT ™M
ECO -

Mobile

Figure 6: Fraud Technique by Channel

From Figure 6, the mobile channel is the most vulnerable channel
with 49.9% of all fraud cases. The Web channel comes in second,
accounting for 22.9%, followed by the POS channel, at 18.4%.
Only 5.6% of the Internet Banking and 2.5% of the ECOM and
0.7% ATM are in the accounts. The results suggest that digital
channels, and especially mobile banking, are the main channels for
fraud. The Chi-square test for the relationship between channel and
fraud technique gave a value of y*> = 23.07 (df = 25, p = 0.574),
which suggests that there is not a significant difference in the
distribution of fraud techniques by channel. Social Engineering is
also prevalent in all media.

Chi-Square Test: Channel Vs Fraud Technique
Chi-Square Statistic: 23.0656
P-Value: 0.573734

Degrees of Freedom: 25
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Fraud Techniques by Channel (Percentage)

0.0

channel

PHISHING
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ROBBERY
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fraud_technigue

Figure 7:Fraud Technique by Channel Heatmap

Figure 7 presents a heatmap showing the distribution of fraud
techniques across transaction channels. Darker colours represent
more of certain techniques. The heatmap also shows that the Social
Engineering technique is always the most widely used method,
which is visually confirmed by the darkest cells, which are in the
Social Engineering row.

Ultimately, the most prevalent fraud technique is Social
Engineering, which makes up 64.3% of all fraud cases, thus
supporting Hypothesis 2. Social Engineering is the most prevalent
technique, found in all channels with ATM (81.8%) and ECOM
(72.4%) having the highest prevalence. The results of the Chi-
square test do not reveal any significant relationship between
channel and fraud technique (y* = 23.07, p = 0.574), implying that
Social Engineering is equally prevalent in all channels.

4.3 Temporal Patterns Analysis

The temporal pattern analysis showed that there were significant
differences between seasons and months in terms of fraud
occurrences. Fraud rates by month are shown in Table 3.

Table 3: Fraud Rate by Month

October 83,581 213 0.25

March 121,480 275 0.23

November | 85,977 197 0.23

December | 99,681 131 0.13

Month Transactions Fraud  Cases | Fraud Rate

(n) (n) (%)

January 55,808 295 0.53

May 79,629 394 0.49

January reported the highest fraud rate (0.53%), followed by May
(0.49%) and February (0.36%). The lowest incidence of frauds was
seen in December (0.13%), November (0.23%) and March
(0.23%). A statistically significant relationship between month and
fraud occurrence was found by the Chi-square test (y* = 358.91, p
=0.001), which supports the idea of a seasonal trend for fraud. The
highest rate of fraud was in January with 295 cases (0.53%) and
lowest in December with 131 cases (0.13%) Table 3.

Fraud Cases Distribution by Hour

[
(=]
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—
un
=]

Mumber of Fraud Cases
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10
Hour

Figure 8: Fraud Cases Distribution by Hour

Figure 8 illustrates fraud cases peak during late morning and early
afternoon hours (10:00-16:00), with minimal activity during late
night and early morning, though this variation is not statistically
significant (p = 0.910) as shown in Table 5

When comparing weekend and weekday fraud, it is found that
fewer frauds are committed during the weekdays than on
weekends. The comparison is shown in Table 4.

Table 4: Weekend vs Weekday Fraud Rates

February | 81,653 295 0.36

Period Transactions (n) | Fraud Cases (n) | Fraud Rate (%)

July 76,751 268 0.35

Weekend | 285,000 955 0.320

August 78,558 254 0.32

Weekday | 715,000 2,045 0.290

April 84,241 255 0.30

February 77,108 232 0.30

June 75,533 191 0.25

The difference in the rates of fraud between weekends and
weekdays is 0.049 percentage points, or a 17.1% increase in fraud
rates on weekends. The Chi-square test for weekend vs weekday
fraud showed a statistically significant difference, with a value of
¥2=3.46,p=0.062733
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Table 5: Chi-Square Test Results for Temporal Factors

Temporal | Chi- Degrees of | P-Value | Significance
Factor Square Freedom

) (df)

Month 358.91 Not 0.000000 | Significant
specified

Day of | 17.07 Not 0.009025 | Significant
Week specified

Weekend | 3.46 1 0.062733 | Not
Significant

Hour 14.54 Not 0.910301 | Not
specified Significant

Peak 0.15 1 0.698310 | Not
Hour Significant

Weekend vs Weekday Fraud Rake
L i

ot
=]

=]

=

u
L

Fraud Rate (%)

Day Type
Figure 9: Weekend vs Weekday Fraud Rate

The bar chart, displayed in Figure 5, compares the rate of fraud on
weekends to that on weekdays. It is evident from the chart that
weekends (0.320%) have more fraud than weekdays (0.290%) and
the difference is visually significant.

The results of the analysis of variance support Hypothesis 3 that
fraud occurrence is significantly affected by month (3> = 358.91, p
= 0.001) and weekend (p = 0.062). The days with the highest fraud
are January (0.53%) and May (0.49%) and weekends have 17.1%
more fraud than weekdays.

4.4 Summary of Results

Table 6: Summary of Key Findings

Objective | Key Finding Statistical
Result

Hypothesis

Web (0.340%) and | > =147.59, p | H1
POS (0.306%) have | <0.001 Confirmed
highest fraud rates

Social  Engineering | ¥2=23.07,p= | H2
accounts for 64.3% of | 0.574 Confirmed
all fraud

Month (January | ¥* = 35891, H3
0.53%) and Weekend | = 0.001; p Confirmed
(0.335%) highest 0.062

The results of the empirical research support all three hypotheses.
The fraud rates on digital channels (Web, Mobile, POS) are much
higher than ATM, and temporal is the key factor for fraud and
Social Engineering is the most prevalent fraud method. The most
susceptible channel is Web (0.340%), the most popular fraud
method is Social Engineering (64.3%), and the highest risk time is
January (0.53%) and weekends (0.324%).

5. Discussion

This section provides a critical analysis of the empirical results
detailed in the previous chapter and will place these in the wider
context of the literature and theories. The three research objectives
(channel vulnerability, fraud techniques and temporal patterns) are
used as the basis to organise the discussion, followed by an
examination of theoretical and practical implications.

5.1 Channel Vulnerability: Digital Channels as Primary
Vectors

The significantly higher rates of fraud in Web (0.340%), Mobile
(0.330%), and POS (0.306%) channels than in ATM (0.110%) lend
support to Hypothesis 1 and support the Routine Activities Theory
(Cohen & Felson, 1979; Perera, 2024). The theory argues that
crime results when a motivated offender comes in contact with a
suitable target without a capable guardian. The anonymity, speed
and scale of online platforms make it easier for aspiring fraudsters
to spot appropriate targets, while the security measures, monitoring
and supervision and the watchfulness of bank staff are less
effective than in traditional physical banking shops (Parti, 2023;
Idowu, 2021). This theoretical framework is supported by
statistically significant results between channel and fraud
occurrence (x> = 147.59, p <0.001), which shows that guardianship
mechanisms differ significantly between channels.

The exceptionally high fraud rate on Web channels (0.340%) is
particularly noteworthy. Although the percentage of transactions
via Web is only 20.05 percent, the percentage of fraud cases via
Web is 22.90 percent. This is a significant vulnerability, indicating
that Internet banking systems could pose new security problems.
Web transactions are frequently characterized by the requirement
for data to be entered with sensitivity, making them vulnerable to
credentials theft, phishing and social engineering (Olalekan, 2024).
This result is in line with Tunji (2026) findings that despite a
reduction in the number of fraudsters involved in web fraud it is
still @ major source of fraudulent activities. Despite the drop in
transactions, the fact that web fraud continues to rise indicates that
fraudsters are having to get savvy to web fraud methods, including
creative phishing attacks, credential harvesting and man-in-the-
browser attacks that outsmart conventional security protocols. The
percentage of fraud in web channels could also be driven by the
type of web transactions as they may be larger in value than mobile
and POS transactions and may contain more sensitive data, making
them a target for fraudsters.

Mobile banking has the largest share of all transactions (44.95%)
and mobile-related fraud accounts for 49.87% of all transactions.
The discovery is a testament to how common mobile banking is in
Nigeria and the fraud opportunities it offers. The 5% increase in
mobile fraud from 2022 to 2023 (Tunji, 2026) suggests that
fraudsters are increasingly targeting mobile platforms, possibly due
to the widespread adoption of mobile banking and the potential
vulnerabilities in  mobile applications and SMS-based
authentication systems (David et al., 2026). There are several
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reasons why mobile fraud is so prevalent: Mobile transactions are
so numerous that there are more opportunities for fraud; Mobile
banking is convenient, which can make it less secure; There are
different operating systems, applications and  security
configurations that can create inconsistencies in security
implementation that fraudsters can take advantage of. Furthermore,
some users may be more prone to using feature phones or devices
with less advanced capabilities, which could create an exploitable
vulnerability in terms of more limited security features (Elikem et
al., 2024).

The relatively small ATM channel fraud rate (0.110%) is in line
with the physical nature of ATM transactions which involve
physical presence and card possession, which make ATM
transactions difficult to scale. This result confirms the Fraud
Triangle Theory (Cressey, 1953; Mohottige et al., 2018) which
posits that fraud is possible when the opportunity, pressure and
rationalisation factors are present. Physical security and the need
for physical presence limits the opportunity for ATM fraud, and
could turn off potential thieves. It is noteworthy, however, that
although the fraud rates occur at a lower rate, the method used in
the fraud, especially Social Engineering (81.8%), shows that the
fraudster has been able to adapt their methods to try to exploit even
this physically limited channel, meaning that no channel is safe
from fraudulent activities (Abei et al., 2021).

5.2 Social Engineering: The Dominant Fraud Technique

The result of the hypothesis 2 shows that 64.3% of all fraud cases
are attributable to Social Engineering which is consistent with
reports in Olalekan (2024) and Nwokoji (2026) that Social
Engineering is the most popular fraud technique in Nigerian
banking. The use of Social Engineering in all channels and
especially on ATM (81.8%) and on ECOM (72.4%) reflects the
core change in the fraud strategy which has evolved from technical
intrusion to psychological manipulation (Abdussalam, 2023). It
marks a major change in fraud methods, as fraudsters are realizing
that the easiest way to exploit a human is often the best way to
exploit them; and that psychological manipulation can do more
than technical attacks can (Ukwadinachi, 2025).

The Fraud Triangle Theory (Cressey 1953; Chimonaki et al., 2023)
offers a great explanation as to why Social Engineering is so
prevalent. The theory suggests that fraud is an outcome of
combination of opportunity, pressure and rationalisation. Social
Engineering takes advantage of human vulnerability, which is the
tendency of people to trust, obey and follow authority and act in
emergency situations (Olalekan, 2024). These psychological
tendencies are exploited by fraudsters, and scenarios are developed
that push victims to make hasty decisions, to the detriment of
rational decision making. Nwokoji (2026) clearly states that “fraud
is no longer about hacking systems, it is now more about deceiving
people”. Social Engineering's success is that it circumvents
technological safeguards, as humans are always the easiest target in
every security system (Bhusal, 2020). This explains why Social
Engineering is effective across all channels, regardless of the
technical security measures in place, and why it has become the
preferred method for fraudsters seeking to maximise their success
rate (Uddin, 2025).

These results indicate that the technique of Social Engineering is
not channel-specific, as this variable is similarly dominant across
all channels (y*> = 23.07, p = 0.574). The fraudster methods do not
differ with the channel but rather by exploiting human

vulnerabilities. The result has significant implications for the
prevention of fraud, as customer education and awareness may be
more effective in preventing fraud than technical measures in the
specific channels (Vutumu et al., 2024). The prevalence of Social
Engineering at different channels, too, implies that the fraudsters
are using and have standardized their approaches that can be scaled
across the banking ecosystem. The uniformity of the fraud
technique suggests a high level of professionalisation from
fraudsters who have invested time in creating reliable scripts,
scenarios and psychological manipulation techniques that operate
in various situations (Bello and Olufemi, 2024).

The second is the most common method, Robbery (11.4%), which
is probably a combination of both physical and digital fraud with
perpetrators forcing victims into signing transactions. The second
most common method is Robbery (11.4%) which is likely a mix of
physical and digital fraud, forcing victims to sign transactions.
Robbery remains a key technique and continues to be used by
fraudsters, indicating that fraudsters still have a number of physical
and cyber vulnerabilities to exploit and that the prevention of these
attacks has to be comprehensive and cover both the human and
technical aspects (Nathan, 2026). Robbery, notably on ATM
(13.6%) and Web (13.8%) channels, suggests that physical
coercion is still a viable attack tool for fraudsters, despite being the
digital age. The result highlights the need to raise personal security
awareness as well as digital security practices because it is clear
that fraudsters are not afraid of using intimidation and coercion to
get what they want (Maigida and Anthony, 2009).

The more traditional frauds are Card Theft (7.3%) and PIN
Compromise (5.3%) which involve physical vulnerabilities. The
low occurrence of these techniques compared to Social
Engineering indicates that the fraudsters are becoming more
sophisticated and are shifting to methods which are easier to
perform and difficult to detect (David et al., 2026). The smallest
proportion of attacks, phishing (4.4%), is also a concern, because
of its ability to be sent to multiple victims at the same time. These
traditional methods may be decreasing due to the improvement in
physical security measures, such as chip-and-PIN technology, and
the customers' awareness of protecting the card and PINs (Abei et
al., 2021). These techniques, though, have not gone away even at
lower levels, meaning they still work for fraudsters who cannot or
will not use more advanced social engineering tactics.

The dominance of Social Engineering is in line with the Fraud
Management Life Cycle Theory (Freeman, 2026), which suggests
that there should be structured processes in place for the detection
and prevention of fraud. Given the increasing incidence of Social
Engineering, fraud detection needs to include human behaviour
analysis as well as technical monitoring (Jonathan et al., 2025).
This discovery complements the Fraud Management Life Cycle
Theory, which emphasised the need for the detection system to be
vigilant of behavioral anomalies, and psychological patterns of
manipulation, not only technical deviations from transactions that
are considered normal (Bello et al., 2022).

5.3 Temporal Patterns: Seasonal and Weekly Variations

The results indicate that month significantly affects fraud
occurrence (x® = 358.91, p = 0.001) which supports Hypothesis 3
and is consistent with the Routine Activities theory (Cohen &
Felson, 1979; Perera, 2024). The theory suggests that crime occurs
when motivated offenders, suitable targets, and the absence of
capable guardians converge in time and space. The seasonal trends
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in fraud, such as January (0.53%), May (0.49%), and February
(0.36%), could be attributed to seasonal factors or specific
economic activities that make the season more susceptible to fraud
(Parti, 2023). This regularity over the past three months implies
that the fraud is not haphazard, but has a definite cyclical nature
which aligns with the economic and social rhythms of Nigeria
(adejuwon, 2026).

The highest fraud rate recorded in January (0.53%) could be due to
the end of the first quarter of the financial year, which could force
businesses to adhere to the set targets, and people may have more
money to spend after salary adjustments are made in that same
period (Idowu, 2021). Also, May could fall during the season when
spending patterns are higher, including getting ready for the rainy
season or when children go on school breaks, all of which can lead
to more financial transactions that can result in more opportunities
for fraud. The rise in fraud during May also could be due to the
time at which big public holidays or cultural events occur which
boosts financial transactions and may lead to laxity among bank
customers (Abdussalam, 2023).

The high fraud rate noted in January (0.53%) could have been due
to increased financial activity after the holiday season, as people
are likely to be more susceptible to financial pressures and
fraudsters can take advantage of this (Nathan, 2026). During the
holidays, there tends to be more spending, gift giving and
traveling, which can increase the number of financial transactions
and vulnerability to fraud. Furthermore, bonuses or other payments
during the post-holiday period could add more money to the
circulation, making it more interesting for fraudsters to prey on
(Elikem et al., 2024). Financial pressure, higher volume of
transactions, and a possible drop in diligence after the holiday
season increases the likelihood of fraud activity (Vutumu et al.,
2024).

The higher level of fraud (0.36%) for February could align with the
start of the academic year, where there may be an increase in
instances where parents and students are feeling financial strain
(Abdussalam, 2023). This is often a time when there are many
financial transactions with schools for tuition, materials, other
expenses related to children's education, which opens the door to
many opportunities for fraud. Parents and students might be more
susceptible during this time because of financial pressure, urgency,
or having to make several transactions in a short time, which may
decrease the amount of caution and vigilance they have when
detecting fraud schemes (David et al., 2026). The fact that fraud is
continually on the rise in February, every year, indicates that the
fraudsters are being active in this month because they are aware of
the specific vulnerabilities this time of year brings, which is why
they develop fraud strategies and scripts for this time of year.

The results confirm that weekends have much higher rates of fraud
(0.335%) than weekdays (0.286%), which is consistent with the
emphasis of the Routine Activities Theory on the capability of
guardianship (Perera, 2024). On weekends, employees at banks
may not be as attentive, security measures during weekends may
not be as checked, and the bank victims may not be watching as
closely (Parti, 2023). The higher rate of fraud on weekends
(17.1%) indicates that less supervision leads to more favourable
conditions for fraudsters. This discovery is consistent with the
Fraud Management Life Cycle Theory (Freeman, 2026) which
states that the most effective fraud management is through
systematic processes that consider fraud risk over time. The
weekend effect could be attributed to changes in customer

behaviour, whereby the individual might be less focused during
leisure time on financial matters or more prone to risky financial
activities during leisure time, with the social activities competing
for their attention (Idowu, 2021).

5.4 Implications for Theory

The results of this research would help improve the theoretical
understanding of fraud in the developing economies. The results
are consistent with the Routine Activities Theory, where suitable
targets, motivated offenders, and capable guardians are
emphasized: The presence of digital channels (weak guardianship)
was associated with higher rates of fraud; and the weekend (lower
guardianship) was associated with higher rates of fraud (Cohen &
Felson, 1979; Perera, 2024). This study extends the theory by
showing that guardianship mechanisms are not just absent or
present, but exist on a continuum and digital channels offer much
weaker guardianship than physical channels (Parti, 2023). The fact
that month also affects fraud also points to the fact that
guardianship and opportunity also fluctuates with the seasons,
indicating other general economic and social trends (adejuwon,
2026).

The Fraud Triangle Theory of opportunity, pressure, and
rationalisation is supported with the dominance of Social
Engineering which creates opportunity by exploiting human
vulnerability and creates pressure through psychological
manipulation (Cressey, 1953; Chimonaki et al., 2023). This study
builds on the theory by showing that opportunity creation,
practiced via social engineering tactics, can be systematic and
scalable across all channels, irrespective of the technical
characteristics of the channels. (Mohottige et al., 2018) The
prevalence of Social Engineering across all channels indicates that
it is more of a vulnerability-exploitative act than channel-specific,
in that opportunity creation is not dependent on specific channels
(Vutumu et al., 2024).

The discovery that fraud patterns are systematic and predictable, as
described in the Fraud Management Life Cycle Theory (Freeman,
2026), justifies the need for systematic fraud detection, analysis
and prevention processes to effectively fight fraud. Results from
this study indicate that the temporal dimension should be included
in fraud management, as revealed by the seasonal and weekly
differences found. The current study builds on the theory by
providing empirical evidence for the detection stage of the fraud
management life cycle that could help in more targeted and timely
intervention (Bello et al., 2022).

5.5 Practical Implications

The results have important implications for Nigerian banks,
regulators and customers. Security investments in Web and POS
channels should also be prioritized by banks because of the high
level of fraud in these channels (Tunji, 2026). These high-risk
channels should be monitored, two factors authenticated and
equipped with fraud detection algorithms to enhance the security
(Olalekan, 2024). Banks should adopt behavioural analytics tools
that are able to flag unusual customer activity and fraud detection
tools that can recognize advanced fraud schemes that could
otherwise escape the scrutiny of rule-based tools (Uddin, 2025).
Besides, they should put in place transaction amounts and multi-
stage authentication for high-value transactions on Web and POS
channels (Abei et al., 2021).
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Second, given the dominance of Social Engineering, banks should
invest in customer education programmes focused on recognising
and responding to social engineering tactics (Bhusal, 2020).
Emphasis should be placed on the importance of verifying
requests, exercising vigilance and reporting suspicious activities in
these programmes (Ukwadinachi, 2025). Banks need to develop a
strategy for regularly warning customers of the dangers of social
engineering through social media posts, SMS texting and in-app
notifications and offer practical advice on how to protect
themselves. (David et al., 2026) Furthermore, banks could ensure
that they have specific hotlines and help lines to support their
customers who believe that they might have been a victim of a
social engineering attack (Elikem et al., 2024).

Thirdly, banks should have higher monitoring standards throughout
periods of high risk, such as January, May, and February, or
weekends (Abdussalam, 2023). The temporal patterns found in this
study can be used to support resource allocation and risk-based
monitoring strategies (Nathan, 2026). Banks should also invest
more in monitoring on weekends because of the higher fraud rate
of 17.1%, or have automated systems that give them constant
monitoring without any breaks on the weekend (Parti, 2023).
Banks should also consider having risk based authentication
systems where additional evidence is needed to confirm a
transaction during off hours and high risk periods, for instance
weekends and high month periods to reduce the risk of fraud
(Idowu, 2021).

6. Conclusion

6.1 Summary of Findings

This study analysed the pattern of fraud in Nigerian banking by
analysing 1, 000, 000 transactions of the NIBSS Fraud Dataset
(2023). Three important findings were obtained from the empirical
analysis, which supported the research hypotheses. In first place,
Web (0.340%), Mobile (0.333%) and POS (0.306%) channels are
all statistically higher in fraud rates than traditional ATM channels
(0.110%). The Chi-square test showed a significant relationship
between channel and fraud occurrence (y* = 147.59, p < 0.001).
Although mobile transactions made up 44.95% of total
transactions, it represented the highest percentage of fraud cases
(49.87%) showing that this channel is the most vulnerable.

Secondly, Social Engineering is the most popular fraud method
used in Nigerian banking sector because it accounts for 64.3% of
all fraud cases (Olalekan, 2024). Social Engineering is the most
prevalent for all channels, especially ATM (81.8%) and ECOM
(72.4%). The Chi-square test also revealed no significant
relationship between channel and fraud technique (y* = 23.07, p =
0.574), meaning that Social Engineering is as prevalent in all
channels. The second largest techniques were robbery (11.4%) and
Card Theft (7.3%) with PIN Compromise (5.3%) and Phishing
(4.4%) accounting for smaller proportions (Nwokoji, 2026).

Third, month (y*> = 358.91, p = 0.001) and weekend (p = 0.032)
were found to have significant effects on fraud occurrence, with the
highest rates of fraud occurring in January (0.53%) May (0.49%),
and February (0.36%), and higher rates of fraud on weekends than
weekdays (Abdussalam, 2023; Nathan, 2026).

6.2 Contribution to Knowledge

The study has several contributions to the existing knowledge in
the field of banking fraud in developing economies. It’s also based

on massive empirical data with 1 million transactions which makes
an unequivocal statement: Web, Mobile, and POS channels are far
more vulnerable than ATM channels. It adds to the work of the
Routine Activities Theory (1979), Cohen and Felson (2024), in that
it provides evidence of the ineffectiveness of the guardianship
mechanisms in digital banking channels compared with physical
banking channels (Parti, 2023).

Secondly, the study seeks to attest that Social Engineering is the
major technique in the Nigerian context, as it has been confirmed
across all the channels. The findings extend the Fraud Triangle
Theory (FTA) (Cressey, 1953; Mohottige et al., 2018), which
shows that, unlike technical vulnerabilities, that of the human
element is the weakest link in the Nigerian banking sector from
which fraud is perpetrated. The study offers empirical evidence
showing that human factors need to be dealt with alongside
technological controls when preventing fraud (Bhusal, 2020).

Thirdly, the study helps to understand the temporal nature of fraud
by providing insight on the seasonal and weekly fluctuations into
fraud. The findings of higher incidence of fraud during January,
May, and February support the Fraud Management Life Cycle
Theory (Freeman, 2026) and suggest that there is a system of fraud
that can be predicted and prevented proactively. Thirdly, the study
contributes to the literature gap by offering a large-scale empirical
study of the nature of fraud in the Nigerian context (Vutumu et al.,
2024).

6.3 Policy and Practice implications

The findings have significant implications for banking institutions,
regulators, and customers. Security investments in Web and POS
channels should be considered first because of high fraud
incidences as compared to the number of transactions (Tunji,
2026). The following high-risk channels should be enhanced with
monitoring, 2FA, and fraud detection algorithms (Olalekan, 2024).
The dominance of Social Engineering means that the banks should
invest in customer education programmes that focus on how to
identify and respond to the social engineering tactics
(Ukwadinachi, 2025).

Further, the Central Bank of Nigeria (CBN) and NIBSS should
develop a framework on how to prevent fraud in the industry with
special emphasis on the Web and POS channels that are vulnerable
to fraud (adejuwon, 2026). Robust authentication, transaction
monitoring, and customer education should be key points in
guidelines (Abei et al., 2021). Risk-based monitoring requirements
should also be established, taking into account the time dimension
(Abdussalam, 2023). Customers need to be aware of the risk of
Social Engineering, and be taught how to identify and deal with
Social Engineering attacks, especially during high-risk times
(Nathan, 2026; Idowu, 2021).

6.4 The limitations and future research

The data is synthetic but is calibrated to the official NIBSS data
(adejuwon, 2026) which might not cover all fraud patterns in the
real world. The analysis is only based on the data from 2023 which
does not permit analysis of temporal trends beyond one year
(Abdussalam, 2023). No measure of the effectiveness of fraud
prevention interventions (Freeman, 2026) is examined in the study.
The study's scope should be expanded to several years to gain
insights into the effectiveness of fraud prevention interventions and
the potential of advanced detection methods like graph neural
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networks (GNNSs), as developed in previous research (Akinwande
et al., 2026; Jonathan et al., 2025), in the Nigerian scenario.
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Appendices

Appendix I: Excel Screenshot of the Data Overview

A B C D E E G H | 1 K L M N

is_weekend is_peak_ho
TRUE FALSE
FALSE TRUE
TRUE FALSE
FALSE TRUE
TRUE TRUE
FALSE FALSE
FALSE FALSE
FALSE TRUE
TRUE FALSE
FALSE TRUE
FALSE TRUE
TRUE TRUE
FALSE FALSE

-

1 transaction customer_iitimestamp amount channel merchant_cbank location age_group hour day_of_weemonth
2 TXN_E003A CUST_FCA4 #Hitiftiitt 57257.19 Web Grocery UBA Other 20-29 1 5

3 TXN_17D6ECUST_1510 H#Hi##H#HHE 14907.99 Mobile Transfer Zenith Other 40+ 16
4 TXN_8EBO1 CUST 9008 Hit#HitHt 127536.88 Mobile Airtime Access Lagos 20-29 18
5 TXN_SB649CUST_7F76 H##H###HE 35316.52 Mobile ATM_WithcWema Lagos 40+ 15
[
7
g
9
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TXN_4ESSA CUST_DEAF Hith###H 21963.33 Web Transport Sterling Other 40+ 10
TXN_04355CUST_2291 #Hi#Hi#HHH##E 161254.84 Web Entertainmi UBA Other 20-29 9
TXN_13346 CUST_BB22 Hih#Hifit  3077.64 POS Fashion GTBank Lagos 30-39 21
TXN_915D7 CUST_BACC H#H#H##H## 716338.37 POS Transfer  Wema Other 40+ 16
10 TXN_OOEF5 CUST_OD7C HiHHHs#Hi 44636.24 Web Entertainmi Fidelity Abuja 20-29 20
11 |TXN_ED1F4 CUST_BAAS HEEHERHEH 516660.93 1B Restaurant Union Rivers IZD—ZQ .I 15
12 TXN_9ES74 CUST_6668 HitHHiiiHt 129991.04 Mobile Fuel Wema Oyo 20-29 15
13 TXN_5F659 CUST_66CD HiHHkHHH 1597544.5 Mobile Education GTBank Lagos 40+ 16
14 TXN_9D555CUST_DO9A3 #HitiHHi# 173013.46 Web Transport Access Other 40+ 8
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Appendix Il: Data Preprocessing

import pandas as pd

# Check first 100,008 rows only
df_sample = pd.read_csv('C:/Users/Hp/Downloads/nibss_fraud_dataset.csv', nrows=100008)
print(df_sample.isnull().sum())

transaction_id
customer_id
timestamp

amount

channel
merchant_category
bank

location
age_group

hour

day_of_week

month

is_weekend
is_peak_hour
tx_count_24h
amount_sum_24h
amount_mean_7d
amount_std_7d
tx_count_total
amount_mean_total
amount_std_total
channel_ diversity

e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e
e

location_diversity

hour_sin

hour_cos

day_sin

day_rcos

month_sin

month_cos
amount_log
amount_rounded
velocity_ score
merchant_risk_score

D0 Q0000000

composite_risk
dtype: ints4
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Appendix I11: Objective 1 Results Output
LOADING DATA. ..
Dataset shape: (16866068,

3,009
B .300%

37)
Fraud cases:

Fraud rate:
CHAMNEL DISTRIBUTION

Channel Distribution:
channel
Mobile 449522
Web 202488
POS 180635
IB 99553
ECOM S58227
ATM 28875
Mame: count,

dtype: inted

FRAUD CASES BY CHAMMEL

Fraud Cases by Channel:
channeal

Mobile
Web
POS

IBE
ECOM
ATM

1496
o377
551
168

76
22

Mame: count, dtype: ints4

FRAUD RATE BY CHANMEL

Fraud Rate by Channel (sorted highest to lowest):
Fraud_Rate

Total Transactions Fraud_Cases
channel
Web 200488
Mobile 449522
POS 1808035 551
IB 99653 168
ECOM 50227 76

ATM 20075 22

687
1496

.9834
.0833
.8831
.8e17
.0815

5. PERCENTAGE OF TOTAL FRAUD BY CHANNEL

Percentage of Total Fraud by Channel:
channel
Mobile
lieb 22.98
POS 18.37
IB 5.60
ECOM 2.53
ATM a.73
Name: count, dtype: floated

45 .87

6. CHI-SQUARE TEST: CHAMNNEL ws FRAUD

Chi-Square Statistic: 147.5871

P-Value: ©.000008

Degrees of Freedom: 5

l' Result: Statistically significant relationship between channel and fraud (p < ©.85)
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. EXPECTED FREQUENCIES (If no relationship)

channel

ATM

ECOM 50076. 150.68
IB 99354. 298B.96
Mobile 448173, 1348.57
POS 1794594, 549.10
Web 199886.54 601.46

8. CREATING VISUALISATIONS...

Fraud Rate by Transaction Channel Total Transactions by Channel

0.230% === overall Fraud Rate: 0.300%

g
2
]

e
19
L

Fraud Rate (%)
e
_
]

Number of Transactions

Channel channel

Fraud Cases by Channel Channel Distribution (All Transactions)

ECOmM

.
& <

Channel

a Visualisation saved as 'objective_1_channel _analysis_1m.png’

Total Transactions Fraud_Cases Fraud_Rate % of_Total Fraud Risk_Level
channel
Web 2008488 687 .@834 22.90 Medium
Mobile 449522 1496 L8833 49 .87 Medium
POS 1808035 551 L8831 18.37 Medium
IB 99653 168 .ee17 5.68
ECOM 58227 76 .8815 2.53

channel with the HIGHEST fraud rate is: Web (&.340%)
channel with the LOWEST fraud rate is: ATM (@.118%)
channel with the MOST fraud cases is: Mobile (1,496 cases)
channel with the MOST transactions is: Mobile (449,522 transactions)
Chi-Square test confirms a SIGNIFICANT relationship between channel and fraud (x2 = 147.59, p = ©.000000)

'Web' channel has 8.348% fraud rate, which is 1.1x higher than the overall fraud rate.
"ATM" channel has 8.118% fraud rate, which is ©8.4x lower than the overall fraud rate.
'Mobile' accounts for 49.9% of all fraud cases.

'Mobile" is the most used channel, representing 45.8% of all transactions.
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Appendix 1V: Objectives Two Results

LOADING DATASET. ..

"fraud_technique' not found. Loading from file...
Dataset loaded: (1800088, 38)

CHECKING COLUMNS. ..

Total fraud cases:
Fraud rate: ©.300%

CHECKIMNG FRAUD TECHNIQUES. ..

Fraud technique missing: @
Fraud technique populated: 3,000

FRAUD TECHNIQUES DISTRIBUTION

Technique Percentage

SOCIAL_ENGIMEERIMG 1929 64.320

ROBBERY 341 11.37

CARD_THEFT 226 .33

OTHER 226 .33

PIN_COMPROMISE 158 .27
PHISHIMNG 132

FRAUD TECHNIQUES BY CHANMEL
fraud_technique CARD_THEFT OTHER PHISHIMNG PIN_COMPROMISE ROBBERY

ATM (5] 1
ECOM 4 5
IB 12 14
Mobile

POS a6 44
Web 471 16

fraud technique SOCIAL ENGIMEERIMNG
channel

ATM 18
ECOM 55
IB 111
Mobile 955
POS 349
Web 441

MOsST COMMOM TECHNIQUE PER CHAMMEL

ATM: SOCIAL_EMGINEERING (18 cases)
ECOM: SOCIAL_ENGIMEERIMG (55 cases)
IB: SOCIAL_EMGIMEERING (111 cases)
Mobile: SOCIAL_ENGIMNEERING (955 cases)
POS: SOCIAL_ENGINEERING (349 cases)
Web: SOCIAL ENGIMEERING (441 cases)

CHI-SQUARE TEST: CHAMNEL wvs FRAUD TECHMIQUE

Chi-Square Statistic: 23.0656

P-Value: 8.573734

Degrees of Freedom: 25

3 No statistically significant relationship (p >= ©.85)
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9. TECHNIQUE BY CHANNEL (PERCENTAGE)

fraud_technique CARD_THEFT OTHER PHISHING PIN_COMPROMISE ROBBERY 1\
channel

ATM 9.80 .55 B.80 B.80 13.64
ECOM 5.26 .58 6.58 5.26 3.95

1B 7.14 .33 5.36 5.36 .74
Mobile 7.82 .35 4.21 5.82 .96
POS 8.35 .99 4.36 4.54 .43
Web 5.97 .70 4.51 4.80

fraud_technique SOCIAL_ENGINEERING
channel

ATM 81.82
ECOM 72.37
1B 66.087
Mobile 63.84
POS 63.34
Web

1. CREATING VISUALISATIONS...

Fraud Technigues Distribution
{Total: 3,000 Cases) Frawd Technigues Distribution

2000 7
PHISHING
PIN_COMPROMISE

OTHER

CARD_THEFT

MNumber of Cases

SOCIAL_ENGINEERING

Fraud Technigue:

Fraud Techniques by Channel (Percentage) Social Engineering Cases by Channel

955
- 00 45 0.0 0.0 13.6
=
S - N
o

fraud_technique

B

channel

Maobile
Mumber of Cases

POS

Web

PHISHING -

ROBBERY

CARD_THEFT -
PIN_COMPROMISE

SOCIAL_ENGINEERING

’ Visualisation saved as 'objective_2_ fraud_techniques_analysis.png'

Fraud Techniques by Channel (Count)

< o 1 0 o 3

PHISHING -
ROBBERY -

CARD_THEFT -

w
a
3
&
a
=
=]
<
=
a

SOCIAL_ENGINEERING

fraud_technigue
Channel Distribution (Fraud Cases Only)

AT
UCUM‘!

Mobile

18
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Fraud Techniques Distribution:
SOCIAL ENGINEERING: 1,929 cases (64.3%)
ROBBERY: 341 cases (11.4%)
CARD_THEFT: 228 cases (7.3%)
OTHER: 228 cases (7.3%)
PIN_COMPROMISE: 158 cases (5.3%)
PHISHING: 132 cases (4.4%)

B4 socIAL ENGINEERING accounts for 64.3% of all fraud cases.

Most Common Technique by Channel:
ATM: SOCIAL ENGIMNEERING (81.8% of ATM fraud)
ECOM: SOCIAL_ENGINEERING (72.4% of ECOM fraud)
IB: SOCIAL ENGINEERING (&6.1% of IB fraud)
Mobile: SOCIAL ENGIMEERING (63.8% of Mcbile fraud)
POS: SOCIAL_ENGINEERING (63.3% of P0OS fraud)
Web: SOCTAL_ENGINEERING (64.2% of Web fraud)

KEY INSIGHTS:

SOCIAL_EMGIMNEERING is the most common technique

ROBBERY is the second most common technique

Social Engineering dominates across ALL channels

Channel and fraud technique have a significant relationship

Appendix V: Objective Three Results Output
1. LOADING DATASET. ..

BEJ Dataset already loaded: (1969808, 38)

Fraud cases: 3,000
Fraud rate: ©.308%

FRAUD RATE BY HOUR

Top 18 Hours by Fraud Rate:
Total Fraud Cases Fraud Rate

hour

1 15712 57

4 15659 54
15686 52
15611 51
15664 58
15581 58
15298 49
93569 299
62126 199
94153 291

L2836
.8834
.8833
.B833
8832
L8832
L8832
L0832
L8832

Q0 00000000

FRAUD RATE BY DAY OF WEEK

Fraud Cases Fraud Rate
day of week
Sunday 586 8.8835
Monday 141236 439 a.e831
Wednesday 144225 A28 8.8829
Thursday 143153 419 a.0e29
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Friday 144885
Tuesday 148559
Saturday 142358

FRAUD RATE BY MOMNTH
Fraud_Cases Fraud_Rate

255

79629 394
81653 255
76751 268
78558 254
84241 255
77les8 232
75533 151
83581 213
121480 275
B5977 157
99681 131

. 8853
. 8849
. 8836
. 8835
.8a32
. 8838
. 8838
. 8825
. 8825
L8923
.8a23

SOOI O

FRAUD RATE: WEEKEND ws WEEKDAY

Total Fraud_Cases Fraud_Rate
Weekday 713178 2093 a.8829
Weekend 2B6822 Sa7 a.8a32

FRAUD RATE: PEAK ws OFF-PEAK

Total Fraud Cases Fraud Rate
Off-Peak 538693 1581 8.3
Peak Hour 469387

7. CHI-SQUARE TESTS

Hour vs Fraud: x? = 14.5418, p = 0.910301
€ Not significant

Day of Week vs Fraud: x2? = 17.8712, p = ©.009025
Significant

Month vs Fraud: x2 = 358.9114, p = 0.000000
Significant

Weekend vs Fraud: x? = 3.4636, p = 0.062733
K nNot significant

Peak Hour vs Fraud: x? = ©.1582, 9.698310
€ Not significant

8. CREATING VISUALISATIONS...

Top 10 Hours by Fraud Rate Fraud Rate by Day of Weak Fraud Rate by Month

DLII0% D30
0E20% 0320% 0330 0FF0% 0 320%
0310%
0290%  0290%  0.290%
aIs0%  D2erN

a %%
£ A00H 300%

[
o
=

Fraud Rate (%)
Fraud Rate (%)

Fraud Rate (%)

[ A
W

F # ol ) A # "
EA f“b ,@‘p « & 4}‘&
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-
Day of Week
Weekend vs Weekday Fraud Rate Peak Hour vs Off-Peak Fraud Rate Fraud Cases Distribution by Hour
320 83009 83005

0.290%:

=
o
(=]
w
8

o
i}
—
i
-]

Frawd Rate (%)
Fraud Rate {%)
Number of Fraud Cases

"
=1
=1

Weekday Weekend Off-Peak
Day Type Time Type

Visualisation saved as 'objective_3_temporal_analysis_Im.png"

3 Hours with Highest Fraud Rate:
1:08 - 0.360% (57.8 cases)

4:00 - 0.340% (54.9 cases)
21:089 - 8.330% (52.8 cases)

3 Days with Highest Fraud Rate:
Sunday: ©.3568% (506.0 cases)
Monday: ©.3108% (439.0 cases)
Wednesday: ©.298% (420.0 cases)

3 Months with Highest Fraud Rate:
Jan: ©.530% (295.0 cases)
May: ©.490% (394.6 cases)
Feb: ©.368% (295.8 cases)

Weekend Fraud Rate: @.328%
Weekday Fraud Rate: @.290%
Difference: 8.830%

Hour: 9 Mot Significant (p = ©.910301)

Day of Week: Significant (p = ©.809825)
Month: Significant (p = ©.000000)
Weekend: ¥ Not Significant (p = ©.862733)
Peak Hour: 3 Not Significant (p = ©.698318)
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ATM

ECOM

1B

Mobile

POS 46 a4
keb 41 46

fraud _technique SOCIAL ENGINEERING
channel

ATM 18
ECOM 55
IB 111
Mobile 955
POS 349
leb 441

7. MOST COMMOM TECHNIQUE PER CHANMEL

ATM: SOCIAL_ENGINEERING (18 cases)
ECOM: SOCIAL_ENGINEERING (55 cases)
IB: SOCIAL_ENGIMNEERING (111 cases)
Mobile: SOCIAL_ENGINEERING (955 cases)
POS: SOCIAL_ENGINEERING (349 cases)
Web: SOCIAL_ENGINEERING (441 cases)

8. CHI-SQUARE TEST: CHANMEL ws FRAUD TECHNIQUE

Chi-5quare Statistic: 23.8656

P-Value: ©.573734

Degrees of Freedom: 25

¥ No statistically significant relationship (p »= ©.85)
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