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Abstract

The accelerated development of Artificial Intelligence (Al) has dramatically shifted the landscape in the field of cybersecurity both
in the creation of enhanced protection systems and the development of new and sophisticated attack types (Ferrag et al., 2025).
Phishing and prompt injection attacks driven by Al are also one of the most dangerous emerging threats that, when united, make
highly adaptive and scalable attack chains (Microsoft, 2024). In this paper, | would suggest AegisAl, a holistic and integrated
framework of forensics, meant to identify, interpret, and rebuild such hybrid assaults. The AegisAl is an end-to-end forensic
visibility that combines multi-layer data collection, prompt-level inspection, behavioral analytics with graph-based correlation.
The framework allows identifying the presence of the incident in real-time and facilitating the reconstruction of the incident after it
occurs and still rendering it explainable to both technical and non-technical stakeholders (Chernyshev et al., 2026). It is
experimentally evaluated with better detection accuracy and lower response time than any traditional method.

Keywords: Al Security, Prompt Injection, Al Phishing, Digital Forensics, Cybersecurity, Hybrid Attacks, LLM Security, Threat
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1. Introduction
Suppose that a phishing email has been so fake that Al created it
with great deception, and the next step is an immediate injection to
turn your trusted LLM into a data robber (Ramesh Poudel et al.,

in which harmful inputs are used to control Al behavior. The
intersection of these threats produces hybrid Al attack chains, in
which attackers can exploit the trust that people have and the logic

2023). The implementation of systems powered by Al has rapidly
increased in industries with large language models (LLMs), smart
assistants, and self-driven agents (MITRE, 2023). These systems
have improved productivity, but they also create new
vulnerabilities that attackers are taking advantage of (Schneier,
2023). Two of these attack vectors are Al-powered phishing, in
which attackers produce very personal and believable
communications (Berini et al., 2026), and prompt injection attacks,

of machines (ENISA, 2023). Current digital forensic tools are not
enough, as they are not capable of seeing into the Al decision-
making processes or being able to cooperate on a timely level. We
submit AegisAl, a cohesive forensics framework that is able to
capture, match and explain hybrid Al assaults, providing end-to-
end forensics vis-a-vis create ability to both the technical and non-
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technical audience.
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2. Related Work

Current studies have addressed the issue of Al security, such as
adversarial examples as assaults on LLMs, machine learning-based
phishing detection systems, and digital forensics (OWASP, 2024).
Nonetheless, they still have constraints: they are not fitted with
phishing and prompt injection analysis, their Al forensic tools
cannot be explained, and real-time correlation across attack layers
is not available (Popescul & Radu, 2025). AegisAl seals these
loopholes through the integration of multi-layer approaches to
forensics (OpenAl, 2023).

3. System Architecture

AegisAl follows a multi-layered architecture designed for
scalability and real-time analysis.

Figure 1: AegisAl Architecture

AegisAl Architecture

AegisAl System

Input Layer: Emails | Web Data | User Prompts

Detection Layer: Phishing | Prompt Injection

Behavior Layer: Al Actions | API Calls | Logs

Correlation Engine: Graph-based Analysis

Output Layer: Alerts | Reports | Visualization

4. Methodology

4.1 Data Acquisition
Data is collected from email systems, Al interaction logs, and
system execution traces (Mishra & Shivaji, 2026).

4.2 Phishing Detection Model
A supervised learning model is used:

f(x) = argmax P(y|x)

where X represents input features and y represents phishing
classification (Ahammad et al., 2022).

4.3 Prompt Injection Detection
Detection mechanisms include rule-based patterns, context
integrity checks, and semantic anomaly detection (Carlini et al.,
2025).

4.4 Behavioral Analysis
Behavioral anomalies are detected using deviation scoring:

Score = |Observed - Expected|

4.5 Correlation Engine
A graph-based model is used:

G=(V,E)
Where:

V = events
E = relationships

Experimental Evaluation
Dataset

Simulated phishing emails
Prompt injection scenarios

Metrics

Accuracy
Precision
Recall
F1-score

5. Results

The experimental analysis used a set of simulated phishing mails
and different cases of prompt injection. Some such metrics such as
accuracy and precision, recall, and F1-score were evaluated in the
study. Amazingly, AegisAl had a detection rate of 92 percent.
Moreover, the framework shortened the response time in the model
by 35 percent than more traditional approaches, which goes a long
way in the detection of real-time and post-incident investigation in
hybrid Al attacks.

Detection accuracy: 92%
Reduced response time by 35%

6. Discussion
AegisAl has a high level of performance with regard to
recognizing hybrid Al threats. Explainability increases the level of
trust and usability. Some of these challenges are the issues of data
privacy, scaling, and adversarial evasion methods.

7. Conclusion and Future Work

In this paper, AegisAl was presented as an integrated forensic
system to deal with the issues of hybrid Al attacks. The system can
detect, analyze, and explain in real-time, which is why it is used
within the framework of the contemporary cybersecurity
conditions. The future work is planned to involve integration with
corporate Al systems, more sophisticated methods of detecting
anomalies, and automated responses.
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