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Abstract

With the rapid expansion of new technologies, especially in the field of artificial intelligence, the structure and traditional methods
of armed conflict have changed. The use of intelligent systems in cyberattacks has posed new questions to the responsibility of
states for actions taken in cyberspace; especially in terms of attribution of action, proving violations of peremptory norms, and the
need to observe fundamental principles of international law such as sovereignty, prohibition of the use of force, and the principle
of non-intervention.

This article aims to analyze the legal dimensions of cyberwarfare based on artificial intelligence, while examining the existing
frameworks in public international law and the law of armed conflict, and addresses the challenges related to the international
responsibility of states.

In this regard, the role of international organizations, existing legal gaps, and the need to formulate new rules are examined in
order to provide a solution to enhance legal accountability in the face of new threats.

Keywords: Artificial Intelligence, Cyberwarfare, International Responsibility, International Law, Attribution, Armed Conflicts,
Sovereignty of States

Introduction

In recent decades, emerging technologies, especially in the field of between states; where, without firing a single bullet, vital
artificial intelligence, have significantly shifted the traditional infrastructure, sensitive information and national security of
boundaries of international conflicts and interactions. Cyberspace countries can be targeted.

has become one of the main stages of competition and conflict
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These developments have not only transformed the classic
concepts of war, but also created fundamental challenges in the
field of international responsibility at the legal level. Meanwhile,
the use of artificial intelligence in carrying out cyber attacks, due to
features such as high speed, independent decision-making and
scope of influence, has given the issue more complex dimensions.

Among the fundamental issues are determining the limits of state
responsibility for destructive actions in cyberspace, identifying real
perpetrators and attributing actions to state individuals or
institutions. In such an environment, traditional rules of
international law have faced serious questions, the answers to
which require a review of existing foundations and the
development of new principles. This article seeks to examine and
analyze the various dimensions of this legal challenge.

1. Definitions and History

1.1 Definition of Artificial Intelligence
Artificial intelligence refers to a set of technologies and systems
that have the ability to perform human-like cognitive tasks, such as
learning, reasoning, data analysis, decision-making, and problem
solving. Based on extensive data processing and modeling of
logical behaviors, these systems are able to perform functions that
were previously only possible for humans.

In the military and security field, artificial intelligence is used as a
tool for rapid analysis of information, guidance of automated
systems, identification of threats and even implementation of cyber
operations, and this has raised complex issues in the field of
liability and legal control over it (Javadi, Fatemeh Al-Sadat, 2021:
p. 62).

1.2 What is cyber warfare and its distinction from other
forms of warfare
Cyber warfare refers to a set of offensive or defensive actions in
cyberspace that are carried out by governments or their affiliated
agents with the aim of damaging critical infrastructure, disrupting
information systems, stealing data or weakening the defense and
economic capabilities of a country.

Unlike traditional forms of warfare, which are usually
accompanied by the use of military force, occupation of territory or
physical conflict, cyber warfare is carried out in a non-physical and
invisible environment and often appears without clear signs or
direct human casualties.

These substantive differences have posed fundamental challenges
to identifying the attacker, determining the time of war and
applying the classical rules of the law of armed conflict. (Pakzad,
Batul: 2011, p. 43)

1.3 A review of the history of the use of technology in
modern warfare

With the beginning of the twentieth century, and especially during
the First and Second World Wars, technology became a decisive
factor in changing the face of war. The use of heavy machinery,
aircraft, radar, and finally nuclear weapons showed that the
development of technology not only transforms the means of
combat, but also military strategies and decision-making methods.

During the Cold War, information and communication technology
also became a vital dimension in military competitions between
great powers, and new concepts such as electronic and
information-based warfare emerged. As we enter the twenty-first

century, modern warfare has become increasingly dependent on
digital technologies, computer networks, and intelligent systems.

Military operations have gradually expanded into cyberspace, and
the scope of threats has also expanded from physical fronts to
software, information, and communication infrastructures.
Meanwhile, artificial intelligence, as the most advanced
technological tool, has played an increasing role in the design,
implementation and even decision-making in cyber operations, and
this trend has further blurred the boundary between technology and
legal responsibility (Agababayian Damghani et al., 2019, p. 4).

1.4 The entry of artificial intelligence into the field of
cyber warfare and its initial legal consequences

The entry of artificial intelligence into the field of cyber warfare is
considered a turning point in the evolution of modern conflicts.
Today, intelligent systems are able to carry out reconnaissance,
infiltration, destruction and even cyber defense operations with
high speed and accuracy without direct human intervention. The
use of these tools by governments or affiliated agents has led to the
formation of a type of conflict that is much more difficult to
control, track and contain than traditional forms of war.

In particular, many of these systems are designed to operate
autonomously and make independent decisions in certain
circumstances. The initial legal consequences of this evolution
have affected the system of international responsibility of states
with It has raised fundamental questions.

Such as how, in the event of a cyberattack by an Al-based system,
the action taken can be attributed to a specific state, or to what
extent does the state in question bear responsibility for preventing,
controlling, and responding to the destructive actions of such
systems.

In a situation where traditional rules of international law are mainly
based on human behavior, the introduction of technologies with the
ability to make independent decisions has clearly revealed the need
to rethink the principles of attribution, responsibility, and
accountability (Khalilipour Roknabadi and Noor Alivand, 2012: p.
178).

2. The position of international law in

the face of Al-based cyberwarfare

International law, especially in the form of the United Nations
Charter and the general principles of customary international law,
has provided frameworks for regulating relations between states in
peace and war. Principles such as the prohibition of the use of
force, respect for national sovereignty, and non-interference in the
internal affairs of states constitute the main pillars of this legal
system.

However, now, the emergence of cyberwars, especially those
conducted with the help of artificial intelligence, has shown that
these frameworks are not sufficient to respond to contemporary
technological developments. One of the important challenges in
this field is to identify instances of resorting to force in cyberspace
and determine the starting point of the conflict in the absence of
obvious physical violence (Faghih Habibi, Ali, 2016, p. 96).

In addition, international humanitarian law and the rules governing
armed conflicts have also faced new questions; including how to
implement the principle of separation between military and civilian
targets, proportionality in attacks, and observing minimal human
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damage in situations where decision-making has been entrusted to
artificial intelligence systems.

Also, challenges such as the lack of transparency in the functioning
of these systems and the difficulty in establishing the responsibility
of states have severely weakened the international accountability
system. Thus, the position of international law in the face of this
type of conflict is in a transitional state and requires serious
revision and development.

2.1 Fundamental Principles of the United Nations
Charter and the Limitation on the Use of Force
The principle of non-use of force, enshrined in Article 2, paragraph
4, of the United Nations Charter, is one of the fundamental
principles of contemporary international law and prohibits States
from the threat or use of force against the territorial integrity or
political independence of other States.

This principle is considered the basis for the maintenance of
international peace and security and can only be violated in two
limited circumstances: self-defense under Article 51 of the Charter
and authorization by the Security Council under Chapter VII.

In the context of Al-based cyber warfare, the main challenge is
whether a cyber attack can be considered an instance of “use of
force”, especially when the attack results in widespread physical
damage, human casualties or major disruption of the functioning of
critical infrastructure.

In the absence of a clear definition of “force” in the cyber context,
the interpretation of this principle in the face of new technologies
remains a matter of controversy and various legal analyses (Faghih
Habibi, Ali, 2016, p. 90).

2.2 Application of International Humanitarian Law in
Cyberspace
International humanitarian law, which is based on the principles of
distinction, proportionality, and necessity, has traditionally been
used to regulate the behavior of parties in armed conflicts. These
laws are designed, especially in classical wars, to prevent harm to
civilians and protect civilian targets.

However, in cyberwarfare, given the digital and invisible nature of
these attacks, the application of these principles has been
challenged. For example, determining what impact a cyberattack
has on civilians or whether an attack on a digital network is
actually equivalent to an attack on a military target is particularly
complex.

Therefore, it is essential that humanitarian law be adapted to
cyberspace, and in particular regarding how to deal with systems
Artificial intelligence that automatically conducts combat
operations should be given more attention (Ebrahimzadeh and
Malekizadeh, 2021: p. 86).

One of the main challenges in the application of humanitarian law
in cyberspace is the issue of attribution and identification of the
parties involved. In cyberwarfare, it is very difficult to determine
whether an attack was carried out by a state, a non-state group, or
indirect actors.

On the other hand, the concept of “necessity” in cyber operations
also needs to be reviewed; because sometimes cyberattacks without
any physical damage can severely disrupt the vital infrastructure of
countries, which has unpredictable and wide-ranging
consequences. Therefore, given the rapid pace of technological

progress, the need to develop new laws and procedures to adapt the
principles of humanitarian law to the digital space is clearly felt.

2.3 Challenges of identifying the agent in cyber
operations mediated by artificial intelligence

In cyberwarfare based on artificial intelligence, one of the
fundamental challenges is the accurate identification and
attribution of the agent of the attack. Using technologies Advanced
technologies such as artificial intelligence (Al), cyber operations
can be carried out without the need for direct human intervention
or through autonomous systems.

This makes identifying the real perpetrator of an attack more
complex than in traditional warfare, where physical and tangible
evidence was often available. In cyberspace, attacks may be carried
out by a state, non-state groups, or even independent hackers, and
these attacks can use distributed and complex networks that make
it difficult to trace their origin.

Especially when Al is used in designing cyber attacks, determining
the role of humans and institutions involved in the decision-making
of those systems becomes a complex issue (Mirbado et al., 2019: p.
249).

Another challenging aspect of identifying the perpetrator is the
issue of “masking” or “covert cover” in cyberspace, which can be
implemented through advanced techniques such as changing digital
signatures, using VPN, or hidden paths to divert the tracking path.

In these circumstances, even if a cyberattack using Al If the
cyberattack is artificial, digital evidence may be completely
fabricated or distorted, making it impossible to identify and prove
responsibility. These complexities not only complicate the work of
intelligence analysts, but also have implications for the legal basis
and application of international responsibility. Until these issues
are effectively resolved, governments and international institutions
will face serious challenges in responding to and responding to
cyberattacks.

2.4 Obligations of States to Prevent Cyberattacks on
Their Territory

States are obliged, in accordance with the principles of
international law, in particular under the Charter of the United
Nations and other international agreements, to take effective
measures to prevent cyberattacks on their territory. These
obligations include establishing and strengthening digital security
infrastructures, adopting and enforcing laws related to cybercrime,
and cooperating with other States and international organizations to
address common threats.

In addition, States should establish effective monitoring and
response mechanisms to identify and prevent malicious cyber
activities that may emanate from their territory. If States fail to
comply with these obligations, they may be considered facilitators
of cyberattacks and be held internationally responsible for the
consequences thereof. These responsibilities also impose
obligations on states to prevent cyberattacks by non-state actors or
terrorist groups from occurring on their territory (Mohammad
Hosseini et al., 2020, p. 40).

3. International Responsibility of States

for  Artificial
Cyberattacks

The international responsibility of states for artificial intelligence-
based cyberattacks is one of the complex legal challenges in the era

Intelligence-Based
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of new technologies. According to the principles of international
law, states are obliged to prevent their territory from carrying out
destructive actions in cyberspace, and since artificial intelligence
can design and execute cyberattacks autonomously and without
direct human intervention, the responsibility of states in this regard
becomes more complex, especially in relation to the use of these
technologies.

If a cyberattack is carried out directly or indirectly from the
territory of a state or states are unable to control and monitor
cyberspace activities on their territory, that state can assume
international responsibility for damages caused to another state.
This responsibility can include compensation, cessation destructive
activities and taking preventive measures to prevent similar attacks
in the future.

In this regard, the need to formulate and implement new and
transparent legal principles to deal with cyber threats and
accurately determine responsibilities is felt more than ever
(Rahmati, Reza: 2017, p. 55).

3.1 Elements of International Responsibility
(Attributable Conduct and Violation of an
International Obligation)

The elements of international responsibility in international law
include two main elements: attributable conduct and violation of an
international obligation.

a. Attributable Conduct: The first element for international

responsibility to occur is that there must be a specific
conduct (whether an act or omission) that is attributed to
a state or a state entity. This conduct can include positive
or negative actions that are directly or indirectly carried
out by the state, state officials, or groups affiliated with
it. In the context of cyber attacks, if a cyber attack is
initiated from the territory of a state or carried out by
non-state actors supported by that state, this conduct is
attributable to the relevant state. will be attributed
(Nemati and Sadeghi Neshat, 2017, p. 170).
Breach of an international obligation: The second
element is that the imputed conduct is a breach of an
existing international obligation. This obligation can
arise from various sources, including treaties,
international custom, or fundamental legal principles
such as the principles of prohibition of the use of force
and respect for national sovereignty. If a state violates its
obligations to other states, such as preventing
cyberattacks or preventing the use of destructive
technologies, this breach of obligation will give rise to
the international responsibility of that state. In artificial
intelligence-based cyberattacks, the violation of these
obligations can include failure to monitor cyberspace,
failure to prevent destructive activities within its
territory, or disregard for cybersecurity obligations
(ibid.). These two pillars together create the international
responsibility of states for violations of international law
and law, especially in the field of cyber threats.

3.2 Direct, indirect and contributory liability in cyber
attacks

In international law, the responsibility of states for cyber attacks

can be divided into three main categories: direct, indirect and

contributory liability. Each of these types of liability has its own

characteristics and conditions that are also applicable to Al-based
cyber attacks.

a. Direct liability: Direct liability occurs when a state is
directly responsible for carrying out or facilitating a
cyber attack. These attacks can be carried out directly by
state officials or organizations affiliated with them. In
this case, the state is clearly responsible for an attack that
is under its direct control and direction. For example, if a
state uses Al technologies to attack the critical
infrastructure of another state, that state is directly
responsible. In this type of liability, the attribution of
conduct to the state is fully clear and the responsible state
must take action to compensate for the damages.

Indirect liability: Indirect liability arises when a state is
held liable indirectly through supporting or facilitating a
cyberattack by non-state groups or individuals. In other
words, if a state helps terrorist groups or independent
hackers carry out cyberattacks against another state by
providing sanctuary, financial resources, training, or
technical facilities, that state will be held liable, even if it
did not directly carry out the attack itself. This type of
liability becomes more complex in Al-based cyberattacks
because non-state actors can design attacks using
advanced and autonomous technologies without the need
for direct state intervention.

Collaborative liability: Collaborative liability arises
when two or more states jointly play a role in carrying
out a cyber attack. In this case, each state is jointly
responsible for the cyberattack that resulted from their
collaboration. For example, if two states cooperate to
design and execute an Al-based cyberattack, both states
are jointly responsible.

In this type of responsibility, determining the contribution of each
state to the attack and the violation of international law is difficult,
especially when complex operations such as cyberattacks
combined with Al are carried out. These three types of
responsibility, especially in the context of cyberattacks carried out
using Al, can lead to serious challenges in determining
international responsibility and accountability. Given the existing
complexities, there is a need to develop new and clear rules in
international law.

4. Legal Requirements and Emerging

Challenges in

International Rules

The legal requirements and emerging challenges in establishing
international rules in the field of Al-based cyber warfare,
especially in the area of state responsibility, are one of the complex
and emerging issues in the field of international law. As new
technologies, especially Al, are increasingly used in the field of
cybersecurity and digital warfare, the need to develop and update
international rules to respond to these threats is felt more seriously
than ever.

Establishing

The legal requirements for establishing international rules in this
area include the need for a more precise definition of key concepts
such as

CEINNTY

‘use of force”, “cyber attack”, “legitimate defense” and
“international responsibility” in the cyber world. In this regard, the
principles of humanitarian law and other international regulations
should be adapted to cyberspace to guarantee human rights and
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One of the main challenges in setting international rules in this
field is the complexity and ambiguity in identifying and attributing
responsibility to states and non-state actors. Given the invisible and
widespread nature of cyberattacks and the use of artificial
intelligence in these attacks, it is very difficult to determine which
state or entity is responsible for creating a particular cyber attack.

Also, many principles of international law, such as the prohibition
of interference in the internal affairs of states and respect for
national sovereignty, may face serious challenges in cyberspace.

In addition, the lack of global consensus on comprehensive rules
on cyberwarfare and the responsibility of states can lead to
fundamental differences in the interpretation and implementation
of these rules at the international level. These problems become a
major legal and enforcement problem, especially when artificial
intelligence technologies and autonomous algorithms are capable
of carrying out complex attacks. (Mostafa Ardebili et al., 2023: p.
89).

4.1 The need to develop specific treaties in the field of
artificial intelligence and cyber warfare
The need to develop specific treaties in the field of artificial
intelligence and cyber warfare is one of the most important issues
that is felt more than ever in today's world and given the rapid
developments in new technologies.

Cyber wars, especially when they use artificial intelligence, pose
significant challenges to international law. These attacks not only
threaten the military and security power of countries, but can also
lead to the destruction of vital infrastructure, human casualties, and
widespread economic disruptions whose effects exceed any
physical war.

In these circumstances, the development of specific treaties to
regulate and respond to threats arising from cyber attacks,
especially those carried out using artificial intelligence, is
extremely necessary (Mirza Aghaei, Mehdi, 2022: p. 43).

Specific treaties can be used in various fields such as determining
the responsibility of states for attacks Cyberspace, regulations on
the use of artificial intelligence in military operations, and the
development of specific rules to prevent the escalation of cyber
crises at the international level.

These treaties can help reduce the risks and threats posed by new
technologies by creating a common legal framework for the
prevention of cyberwars, developing rules related to self-defense in
cyberspace, and clarifying the responsibilities of states towards
non-state groups. In addition, specific treaties can help create
mechanisms for resolving disputes and establishing international
supervisory and enforcement institutions in this field.

Also, given the complex and changing nature of cyber threats,
these treaties must be flexible and up-to-date in order to be able to
effectively coordinate with rapid developments in this field
(Zarrukh, Ehsan, 2010, p. 68)

4.2 The role of international organizations and global
consensus in setting regulations

The role of international organizations and global consensus in
setting regulations related to cyber warfare and the use of artificial
intelligence is of particular importance. Due to their transboundary
nature and global impact, cyber threats cannot be managed within
the borders of a single country and require extensive international
cooperation. International organizations such as the United

Nations, the International Telecommunication Union, and the
Organization for Security and Cooperation in Europe play a key
role in developing global standards and regulations.

These organizations are able to adopt principles to prevent
cyberattacks, regulate the use of artificial intelligence in wars, and
determine the responsibility of states for violations of international
law by creating common frameworks and international laws
(Jafari, Kamran, 2012: p. 53).

Global consensus is also of great importance in this regard,
because in today's digital world, cyber threats and attacks based on
artificial intelligence can affect all countries. Without international
cooperation and global agreements, it will be difficult to effectively
confront these threats.

Achieving global consensus on the development of uniform
regulations in this field will help states to take effective and
coordinated measures against cyber threats and the misuse of
artificial intelligence in wars. As a result, international
organizations and global consensus seem essential to create a
coherent legal and legal environment.

4.3 Legal Futures in the Face of Rapid Advances in
Military Technology

Legal Futures in the Face of Rapid Advances in Military
Technology, Especially in the Field of War Cybersecurity and the
use of artificial intelligence require analyzing and anticipating
potential challenges and developments in the digital and military
worlds. Given the rapid development of new technologies, such as
autonomous artificial intelligence systems, combat robots, and
sophisticated cyberattacks, existing laws and legal regulations may
soon be unable to cope with new threats.

In this regard, lawyers and experts should develop new principles
and standards to regulate the use of these technologies in wars.
Also, attention to the ethical and human dimensions of these
technologies, especially in the field of cyberattacks and the role of
governments in preventing threats, should be included in the
process of developing new laws.

Anticipating the legal future in this field requires international
cooperation and global consensus to prevent the creation of legal
gaps and possible abuses and to form a comprehensive and
coherent legal system to deal with new military threats.

Conclusion

In the face of rapid advances in military technologies, especially in
the field of cyberwarfare and the use of artificial intelligence, the
need to review international laws and regulations is clearly felt.
New threats arising from these technologies can create more
complex and pervasive threats than traditional wars, the scope and
impact of which are not limited to national borders.

Cyberattacks can widely damage critical infrastructure, financial
systems and government services, and in addition, autonomous
applications of artificial intelligence in the military field can lead to
new complexities in identifying responsibility and determining the
role of states in violating international law.

Therefore, it is necessary for the international community,
especially international organizations, to act effectively in
developing and updating international regulations and specific
treaties. International organizations, such as the United Nations and
the International Telecommunication Union, have a central role in
regulating these regulations and can take steps to reduce cyber
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threats and the misuse of artificial intelligence in wars by providing
common legal frameworks.

These regulations can be based on human rights principles and
international security standards and specify the responsibilities of
states towards cyber threats and digital warfare. Also, emphasizing
the principle of prevention and promoting international cooperation
in order to monitor cyberspace activities can prevent crises and
abuses and facilitate the process of ensuring global security.

Finally, given the complexity and speed of technological
developments in the military field, especially in the fields of
artificial intelligence and cyberwarfare, it is necessary to formulate
specific treaties and establish monitoring and enforcement
mechanisms to manage these threats.

International law must continuously adapt to rapid technological
changes in order to be able to respond effectively to the threats
posed by these technologies. This requires global cooperation and
consensus at the international level to prevent any crises and
damages resulting from the misuse of advanced technologies.
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